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Competences and guarantees

DEKRA Testing and Certification guarantees the reliability of the data presented in this report, which is the
result of the measurements and the tests performed to the item under test on the date and under the conditions
stated on the report and, it is based on the knowledge and technical facilities available at DEKRA Testing and
Certification at the time of performance of the test.

DEKRA Testing and Certification is liable to the client for the maintenance of the confidentiality of all information
related to the item under test and the results of the test.

The results presented in this Test Report apply only to the particular item under test established in this
document.

IMPORTANT: No parts of this report may be reproduced or quoted out of context, in any form or by any means,
except in full, without the previous written permission of DEKRA Testing and Certification.

General conditions

1. This report is only referred to the item that has undergone the test.

2. This report does not constitute or imply on its own an approval of the product by the Certification Bodies or
competent Authorities.

3. This document is only valid if complete; no partial reproduction can be made without previous written
permission of DEKRA Testing and Certification.

4. This test report cannot be used partially or in full for publicity and/or promotional purposes without previous
written permission of DEKRA Testing and Certification and the Accreditation Bodies.

Uncertainty

Uncertainty does not apply to this valuation according to the RED.

Data provided by the client

The following data has been provided by the client:
1. Information relating to the description of the sample ("Identification of the item tested",
"Trademark", "Model and/or type reference tested", “Firmware version of the DUT”).

2. Cloud services of the DUT have been also provided by the client. However, tests have been
done only on the DUT.

DEKRA Testing and Certification (Shanghai) Ltd. GuangZhou Branch declines any responsibility with
respect to the information provided by the client and that may affect the validity of results.

Usage of samples

The following samples have been provided by the costumer to be evaluated:

Control N° Description Model Serial N° Date of
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reception

4944367/001 Portable Power 1 4 / 2025/10/20
Station

Test sample description

Sample Components............. : Hardware
Documents as provided by the Description File name Issue date
applicant S
Product Evaluation Document Product RED DA | 2025/09/08
security design
document
CN.docx
Development documentation [ 2t 7% | 2025/09/08
(1).pdf
Ktz 24 ar | 2025/09/08
JE S IR R A B S
4. pdf
WA IR ORATY | 2025/09/08
Ui B pdf
WAL L) | 2025/09/08
AEULEA(1).pdf

Identification of the client

COMPANY EcoFlow Inc.

RM 401, Plant #1, Runheng Industrial Zone, Fuyuanyi Road, Zhancheng Community,

ADDIRESS Fuhai Street, Bao'an District, Shenzhen City, Guangdong Province, P.R.China

Testing period and place

Test Location DEKRA Testing and Certification (Shanghai) Ltd. Guangzhou Branch

Date (Start) 2025/09/08

Date (finish) 2025/11/17
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Document history

Report Number Date Description
4944367RCS.001 2025/M11/17 Emitted Evaluation Report 001.

Environmental conditions

Environmental conditions do not apply to this valuation according to the RED.

Remarks and Comments

¢ Evaluation of the Portable power bank.
e The following table includes the name, position and signature of the person/s that participate in
the evaluation (not including the reviewer).

Position Signature

Will Wang Evaluator W‘l«u WAR 3

The following table shows the tools used in this evaluation:

Name Type Code Version
Wireshark Software 4.4.6
Nmap Software 7.95
sslsplit Software 0.5.5
tcpreplay Software 451
GattTool Software 5.0.0
Boofuzz Software 0.4.2
Nmap Software 7.94
binwalk Software 234

Testing verdicts

PASS

FAIL F
NA NA
INCONCLUSIVE INC
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Summary
VERDICT
Access control Mechanism
P F NA INC
ACM-1 Application of access control mechanisms X
ACM-2 Appropriate access controls mechanisms X
VERDICT
Authentication mechanism
P F NA INC
AUM-1 Applicability of authentication mechanisms X
AUM-2 Appropriate authentication mechanisms X
AUM-3 Authenticator validation X
AUM-4 Changing authenticator X
AUM-5 Preventing static and default values X
AUM-6 Brute force protection X
VERDICT
Secure update mechanism
P F NA INC
SUM-1 Application of update mechanism X
SUM-2 Secure updates X
SUM-3 Automated updates X
VERDICT
Secure storage mechanism
P F NA INC
SSM-1 Application of secure storage mechanisms X

SSM-2 Appropriate integrity protection for secure storage mechanisms X

SSM-3 Appropriate confidentiality protection for secure storage

X
mechanisms
VERDICT
Secure communication mechanism
P F NA INC
SCM-1 Application of secure communication mechanisms X
SCM-2 Appropriate integrity and authenticity protection for secure X
communication mechanisms
SCM-3 Appropriate confidentiality protection for secure communication X
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mechanisms
SCM-4 Appropriate replay protection for secure communication X
mechanisms
VERDICT
Resilience mechanism
P F NA INC
RLM-1 Application of resilience mechanism X
VERDICT
Network monitoring mechanism
P F NA INC
NMM-1 Application of network monitoring mechanisms X
VERDICT

Traffic control mechanism
P F NA INC

TCM-1 Application of traffic control mechanism X
VERDICT

Confidential Security Parameters
P F NA INC

CCK-1 Appropriate CCKs X

CCK-2 CCK generation mechanisms X

CCK-3 Preventing static default values for preinstalled CCKs X
VERDICT

General equipment capabilities
P F NA INC

GEC-1 Up-to-date software and hardware with no publicly known

exploitable vulnerabilities %
GEC-2 Limit exposure of services via related network interfaces X
GEC-3 Configuration of optional services and the related exposed network X
interfaces
GEC-4 Documentation of exposed services via network interfaces. X
GEC-5 No unnecessary external interfaces X
GEC-6 Input validation X
VERDICT
Cryptography = = A NG
CRY-1 Best practice Cryptography X
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Appendix A: Evaluation Results

1. Categories, Security Features and Categories Summary

Security Evaluation of the DUT has been divided into different categories, Security Analysis of
each category is structured in different security features. In the same way, each security feature
can be composed of several tests.

The following table shows the security features defined per each category and the number of
tests of each security feature.
Category Security Features #IOESTS
1.1 Access control Mechanism 2
1.2 Authentication mechanism
1.3 Secure update mechanism
1.4 Secure storage mechanism
1.5 Secure communication mechanism
1. Art. D 1.6 Resilience mechanism
1.7 Network monitoring mechanism
1.8 Traffic control mechanism
1.9 Confidential Security Parameters
1.10 General equipment capabilities
1.11 Cryptography

2.1 Access control Mechanism

2.2 Authentication mechanism

2.3 Secure update mechanism

2.4 Secure storage mechanism

2.5 Secure communication mechanism
2.Art. E 2.6 Logging mechanism

2.7 Deletion mechanism

2.8 User notification mechanism

2.9 Confidential cryptographic keys
2.10 General equipment capabilities
2.11 Cryptography

3.1 Access control Mechanism

3.2 Authentication mechanism

3.3 Secure update mechanism

3.4 Secure storage mechanism

3.5 Secure communication mechanism
3.6 Logging mechanism

3.7 Confidential cryptographic keys
3.8 General equipment capabilities

3. Art. F

O BAPOWOIN_2N_2DN_2APhPOOOVOOOINO A2 hROOWO
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3.9 Cryptography \ 1
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Appendix A.1: Radio Equipment Directive -

Cybersecurity Requirements

Art. D Test Analysis

1. Applicable Evaluation Cases
Pentesting procedures for Radio Equipment Directive - Cybersecurity Requirements (Art. D,E & F) -
August 2024 Evaluation Results cover 11 different evaluation areas with a total of 31 evaluation cases

For this particular evaluation and according with the technical criteria of the evaluator the following
evaluation cases has been considered applicable to this specific DUT:

Evaluation Area Identifier Evaluation Case Title Apply S
results

Access _control ACM-1 Appllcat!on of access control Y PASS

Mechanism Area mechanisms

Access _control ACM-2 Appropr!ate access controls Y PASS

Mechanism Area mechanisms

Authent!catlon AUM-1 Appllcaplllty of authentlca.tlon PASS

mechanism Area mechanisms for external interfaces

Authent!cation AUM-2 Appropr!ate authenticatiop Y PASS

mechanism Area mechanisms for external interfaces

Authentication AUM-3 Authenticator validation Y PASS

mechanism Area

Authentication AUM-4 Changing authenticators Y PASS

mechanism Area

Authent!catlon AUM-5 Password strength Y PASS

mechanism Area

Authentication AUM-6 Brute force protection Y PASS

mechanism Area

Secure |:|pdate SUM-1 Application of update mechanism Y PASS

mechanism Area

Secure L_:pdate SUM-2 Secure updates Y PASS

mechanism Area

Secure |:|pdate SUM-3 Automated updates Y PASS

mechanism Area

Secure s_torage SSM-1 Applicat!on of secure storage Y PASS

mechanism Area mechanisms
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Evaluation Area Identifier Evaluation Case Title Apply S
results
Secure s_torage SSM-2 Appropriate integrity prqtectlon for Y PASS
mechanism Area secure storage mechanisms
Secure s_torage SSM-3 Appropriate confidentiality protectlon Y PASS
mechanism Area for secure storage mechanisms
Secure Application of secure communication
communication SCM-1 . Y PASS
: mechanisms
mechanism Area
Secure Appropriate integrity and authenticity
communication SCM-2 protection for secure communication Y PASS
mechanism Area mechanisms
Secure . ' - .
communication SCM-3 Appropriate conflde'ntla.llty protecthn PASS
. for secure communication mechanisms
mechanism Area
Secure Appropriate replay protection for
communication SCM-4 N . Y PASS
. secure communication mechanisms
mechanism Area
Resilience Appropriate integrity and authenticity
RLM-1 protection for secure communication Y PASS
mechanism Area mechanisms
Network
monitoring NMM-1 Application of resilience mechanism N NA
mechanism area
Traffic o ,
control mechanism TCM-1 Appllcat!on of fraffic control N NA
mechanism
Area
Confidential
Security CCK-1 Appropriate CCKs Y PASS
Parameters Area
Confidential
Security CCK-2 CCK generation mechanisms Y PASS
Parameters Area
Confidential
. Preventing static default values for
Security CCK-3 oreinstalled CCKs Y PASS
Parameters Area
General equipment Up-to-date software and hardware with
. GEC-1 no publicly known exploitable Y PASS
capabilities Area vulnerabilities
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Evaluation Area Identifier ~ Evaluation Case Title Relevant
results

General equipment GEC-2 Limit exposure of services via related |, PASS
capabilities Area network interfaces
General equipment GEC-3 Configuration of optional services and NA
capabilities Area the related exposed network interfaces
General equipment GEC-4 Documentation of exposed services v PASS
capabilities Area via network interfaces.
General equipment )

bilities A GEC-5 No unnecessary external interfaces Y PASS
capabilities Area
General equipment o

bilities A GEC-6 Input validation Y PASS
capabilities Area
Cryptograph
Aryp graphy CRY-1 Best practice Cryptography Y PASS

rea
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2. Results of Evaluation Procedure
The set of evaluation procedures have been split into 31 sub-categories or areas for a total of
76 evaluation cases.

Evaluation Areas:
1. Art.D

Following is detailed the results obtained for the 31 evaluation areas in each evaluation case:

3. At.D

3.1 Access control mechanism
3.1.1 ACM-1: Applicability of access control mechanisms

Conceptional assessment results

Identifier Asset-1 WI-FI SSID and Password
Asset-2 Bluetooth Function
Asset-3 Remote Control Function

Asset-4 OTA Data

Decision Node Decision Justification

[E.Info.DT.ACM-1] | [E.Just.DT.ACM-1]

DT.ACM-1.DN-1 Yes No [X] Equipment is not expected to be public assets.

DT.ACM-1.DN-2 Yes No [X] No physical or logical measures in the targeted operational
environment can limit the accessibility to authorized entities.

DT.ACM-1.DN-3 Yes No [X] There are no applicable legal provisions required.

DT.ACM-1.DN-4 Yes [x] | No These assets are protected by [ACM-1-APP], which implements the
access control.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.ACM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional Completeness Assessment

After examining the equipment functions, all accessible assets are documented in [E.Info.ACM-1.NetworkAsset]
and [E.Info.ACM-1.SecurityAsset].

Report No: 4944367RCS.001 Page 15 of 69



DEKRA Testing and Certification (Shanghai) Ltd. Guangzhou Branch. D E K RA
Building 5, No. 3 Qiyun Road, Huangpu District, Guangzhou,

Guangdong Province, 510663, P.R. China

The DUT establishes a connection with the mobile app via [Interface-1 Bluetooth] and transmits part of assets
through [Interface-2 WLAN].

Functional sufficiency assessment

Regarding to the existence of the documented assets,

[Asset-1 Wi-Fi SSID and password], [Asset-3 Remote Control Function], [Asset-4 OTA data] and [Asset-2
Bluetooth function] are protected by [ACM-1-APP], which implements an access control mechanism.

Login to the app requires authentication via a password-based access control mechanism. Only entities that are
successfully authenticated through this access control are authorized to issue control functions or perform OTA

command operations.
] A T Rl e

<

Welcome
back

American Samoa

Forgot password?

ow's Terms of
ducts Terms of Use

Figure 1: APP Login
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11:03

< dc-013

44%
03d15h

#4) Tem atrol turned on

Operating mode @

10:55

Firmware update

New version 717.895
Currer
What's new

1

Notice

Figure 2: Assets protected by APP

The figure above shows that after connecting to the app, [Asset-2 Remote control function], [Asset-1 Wi-Fi SSID
and Password], and [Asset-4 OTA data] can be accessed via [Interface-1 Bluetooth] or [Interface-2 WLAN].

Access to the security assets and network assets defined in [E.Info.ACM-1.SecurityAsset] and [E.Info.ACM-
1.NetworkAsset] is restricted to end users by the access control mechanism specified in [ACM-1-APP].

Therefore, TL assigns PASS to this because the [ACM-1-APP] are implemented as documented for each security

assets and network assets.

RESULT: ‘

3.1.2 ACM-2: Appropriate access controls mechanisms

Conceptional assessment results

Identifier ACM-1-APP

Decision Node Decision Justification

[E.Info.DT.ACM-2] | [E.Just.DT.ACM-2]

DT.ACM-2.DN-1 Yes [x] | No To log in the app, correct account and password are necessary to
authorize users to access the security and network asset.

The correct account and password can be seen as an authorization
to make authorized entities to access security and network assets.

Verdict

Pass
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Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.ACM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the

decision tree is rational and valid.

RESULT:

Functional sufficiency assessment

[ACM-1-APP] is categorized as RBAC. Only authorized users with the correct Password code could have access
corresponding assets and functions.The wrong Password code will be rejected in the verification process.

The figure 3 shows that the TL's attempt at the password-based access control.

10:20 @ -

<

Welcome
back

American Samoa

-@gmall.com

@dekral23 ®

Forgot password?

Figure 3: Password-based access control

TL attempted to login and test it, and the following was observed:
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11:03 @
< dc-013

44%
03d15h

Operating mode @

]

Charge

Figure 4: Basic function after logging in and pairing

The figure above shows TL's confirmation of the access control mechanism for the device's assets after unlocking
the device. TL also confirmed that:

1. The roles assigned through [ACM-1-APP] will be granted the roles and permissions as the end users which can
use most functions of devices.

2. The roles' permissions are associated with the principle of least privilege in this case.

3. The security and network assets can only be read,accessed or modified by users which entering correct
Password code.

4. Roles cannot be changed by end users themselves.

The verdict is PASS because for each security asset documented in [E.Info.ACM-2.SecurityAsset] and each
network asset documented in [E.Info.ACM-2.NetworkAsset], the confirmations in the implementation category
dependent assessment unit have been successful.

RESULT:

3.2 Authentication mechanism
3.2.1 AUM-1: Applicability of authentication mechanisms

Conceptional assessment results

Identifier ACM-1-APP

Decision Node Decision Justification

[E.Info.DT.AUM-1-2] | [E.Just.DT.AUM-1-2]
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DT.AUM-1-2.DN-1 Yes No [X] DUT cannot provide confidence in any physical or logical
environment.

DT.AUM-1-2.DN-2 Yes No [X] DUT requires a Password code to read the network function or
configuration.

DT.AUM-1-2.DN-3 Yes No [X] There is no law that restricts or prohibits the implementation of

access mechanisms.

DT.AUM-1-2.DN-4 Yes [X] No Access is restricted through a password-based authentication
mechanism.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional Completeness Assessment

According to E.Info.AUM and ACM-1,

no other access control could be found to read confidential network function configuration or confidential security
parameters or modify sensitive network function configuration or confidential security parameters or modify
sensitive network function configuration or sensitive security parameters, use network functions or security
functions that are not documented in the E.Info.AUM.

Functional sufficiency assessment

According to E.Info.AUM,

TL confirms that the [ACM-1-APP] implements a password-based authentication mechanism, with [AUM-1-APP]
used to authenticate and manage access.
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Welcome
back

American Samoa

Forgot password?

Terms of
Use & Privacy Policy & Products Terms of Use

Login

Figure 5: Password-based authentication mechanism

The verdict is PASS because there is no evidence of any authentication mechanism documented in [E.Info. AUM-1-
2.ACM.AuthenticationMechanism] that is not implemented.

RESULT:

3.2.2 AUM-2: Appropriate authentication mechanisms

Conceptional assessment results

Identifier

AUM-1-APP

Decision Node

Decision

[E.Info.DT.AUM-2]

Justification

[E.Just.DT.AUM-2]

DT.AUM-3.DN-1 Yes [X] No [AUM-1-APP] is required correct password to login the account, which
use the "Knowledge" as the factor of the authentication.
Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-2 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.
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Functional sufficiency assessment

For [AUM-1-APP], only verified user can use functions of device. Device will reject all the suspicious requests.

The figure below shows the Password-based authentication mechanism. TL tried both the correct and incorrect
PINs to test if this Password-based authentication mechanism is implemented.

10:20 @ - peA el

<

Welcome
back

American Samoa

-@gma”.com

@dekra0000 @

Forgot password?

w's Terms of
oducts Terms of Use

Figure 6: Password-based authentication
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11:03 @

< dc-013

44%
03d15h

®8 Temperature control turned on

Operating mode @

=

Charge

Figure 7: Login successfully

The TL attempted to log in using the correct and incorrect passwords to perform the authentication process. The
correct password successfully granted access.

According to TL’s test, the results show that this authentication mechanism can correctly identify the correct and
incorrect PINs, with the correct PIN unlocking the device.

Therefore, the TL considers that the authentication mechanism is implemented as documented.

RESULT:

323 AUM-3: Authenticator validation

Conceptual assessment result

Identifier AUM-1-APP

Decision Node Decision Justification

[E.Info.DT.AUM-3] | [E.Just.DT.AUM-3]

DT.AUM-3.DN-1 Yes [X] No The authenticator is a password, which belongs to [IC.AUM-
3.Password]. Wrong Password will be rejected.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.
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RESULT: ‘

Functional sufficiency assessment

For [AUM-1-APP], as shown in AUM-1,AUM-2,it requires the correct Password code.

Because the authenticator belongs to [IC.AUM-3.Password], TL attempted to authenticate using an incorrect
password, a partial correct password, and correct password of other account but none of these attempts were able
to unlock. Only the correct Password was able to log in and successfully authenticate.

Welcome
back

American Samoa

@dekra0000 (o

Forgot password?

0 s Terms of
rrducr Terms of Use

Welcome
back

American Samoa

[CLEINEIVA] @

Forgot password?

w's Terms of
Use § Pr\ dL(POM(Y Pro ducts Terms of Use

Welcome
back

American Samoa

-@gmall.com

@dekral23.

Figure 8: Incorrect password attempts, partial incorrect password attempts and correct password attempts for other

accounts

As a result, TL determines the authentication mechanism is implemented successfully as only the correct password

can login APP.

The verdict PASS for the assessment case is assigned because of for each authentication mechanism
documented in [E.Info.AUM-3.AUM] the confirmations in the implementation category dependent assessment unit

are successful.

RESULT: ‘

324 AUM-4: Changing authenticators

Conceptual assessment result

Identifier AUM-1-APP

Decision Node Decision

[E.Info.DT.AUM-3]

Justification

[E.Just.DT.AUM-3]
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DT.AUM-4.DN-1 Yes No [X] Changing the authenticator does not conflict with the basic functions
of the equipment.

DT.AUM-4.DN-2 Yes [X] No Authentication mechanism can be modified through the application.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-4 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment result

[AUM-1-APP] can be change through APP. Users need to login in first and reset password through using the
function of “Forget Password”.

The figure below illustrates the password change process through the APP. To change the password, users can
navigate to Account settings — Change password. TL attempted to modify the existing password and tested
whether the new password successfully logged into the account, while also verifying that the previous password no
longer allowed access.

Account settings Change password

EcoFlow User

Profile picture @dekral23

Nickname ow User » @dekra000
Device sharing > Date of birth T
@dekra000

Check updates Country/region

e : ’ i & .

Rate us Coatt
Settings
Third-party devices Change pas

53 Widget settings > Google

Network diagnostics Delete account

Settings

Figure 9: Changing the APP password
Account ’s password can also be changed via the “Forgot Password” . TL used this method to reset the account

password and tested that the new password successfully logged in, while also confirming that the previous
password no longer granted access.

TL observed that a verification code is send to the registered email address, account password can be changed
only after correct verification code is applied. The verification code is invalid after 30 minutes.
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11:20 £88 [0 Sl “Surl T @D

<

Forgot Enter
Password Verification Code

American Samoa |

Get verification code

Figure 10:  Password changed need a verification code

support@service.ecoflow.com 120 (1hourago) Y% @ €

tome v

Hello, you are trying to reset the password of your EcoFlow App account. Please enter the following verification code in your
EcoFlow App:

586421

Figure 11: verification code
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Figure 12:

11:22 Lo 20} 11:22

<

Set
your password your password

Password changed based on verification code

After changing the Password, TL was able to login the account using the new password and access both security
assets and network assets. The previous password could no longer be used to login the account and could not be

used to authenticate for access to the assets.

The verdict PASS for the assessment case is assigned because of there is no evidence that an implementation of
changing an authenticator deviates from [E.Info.AUM-4. AUM.AuthChange].

RESULT: ‘

3.2.5 AUM-5: Password strength

Conceptual assessment result

Identifier AUM-1- APP

Decision Node Decision

[E.Info.DT.AUM-5-2]

Justification

[E.Just.DT.AUM-5-2]

DT.AUM-5-2.DN-1 | Yes [x]

No

The user needs to set up the password of 6-20 characters when
first time register the account, categorized as [IC.AUM-5-
2.SettingFirstUse].

Verdict

Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-5 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.
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RESULT:

Functional assessment result
According to E.Info.DT.AUM-5,

The password is used in [AUM-1-APP] and belongs to the non-factory default passwords, which is categorized as
[IC.AUM-5-2.SettingFirstUse]. The user needs to set up the password when first time register the account. The rule
for the password is that it should use 6-20 characters with a mix of letters and numbers. When the account is
created, the device could remotely control the device from the APP and then connect to the network.

Password needs to be set up by the user in the first use and the device could connect to the network after the
initialization state. And the password needs to be 6-20 characters with a mix of letters and numbers. If the strength
of password is not fulfilled the condition of password set, App is not allowed user to reset or register the account.

Create
new account

American Samoa

-E]gma‘I com

Figure 13:  Strength of the password
The verdict PASS for the assessment case is assigned because there is no evidence that an implementation of an

authentication mechanism’s non-factory default password deviates from [E.Info.AUM-5-2. AUM.PwdProperty].

RESULT:

3.2.6 AUM-6: Brute force protection

Conceptual assessment result

Identifier AUM-1-APP

Decision Node Decision Justification

[E.Info.DT.AUM-3] | [E.Just.DT.AUM-3]
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DT.AUM-3.DN-1 Yes [X] No After several unsuccessful attempts, the account will be temporarily
locked. This defends against brute-force attacks through limited
attempts and CAPTCHA verification, which is recognized as
[IC.AUM-6.LimitAttempts].

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.AUM-6 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment result

According to [AUM-1-APP], after 5 failed attempts, CAPTCHA will be triggered to prevent automated brute force
attack scripts or tools. And after 15 failed attempts, the account will be locked for 15 minutes.

The figure below shows that incorrect Password attempts will be rejected by the authorization mechanism.
TL conducted the following tests:
1. repeatedly performing authentication attempts using erroneous authenticators

2. counting the number consecutive failed attempts before the equipment prevents further attempts

Select all squares with

bicycles

If there are none, click skip

Figure 14:  Graphic-based verification

Report No: 4944367RCS.001 Page 29 of 69



Building 5, No. 3 Qiyun Road, Huangpu District, Guangzhou,

DEKRA Testing and Certification (Shanghai) Ltd. Guangzhou Branch. > D E K RA

Guangdong Province, 510663, P.R. China
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<
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back

American Samoa

-@gma“ com

@dekra0000|

Figure 15:  Account locked after consecutive failed attempts

In conclusion, the measures to prevent brute force attacks are based on the password implementation of [IC.AUM-
3.Password] in AUM-1-APP. If more than 15 failed attempts are made, [AUM-1-APP] will temporarily lock the
account, which falls under [AU.AUM-6.LimitedAttemps].

The verdict PASS for the assessment case is assigned because for each authentication mechanism documented
in [E.Info.AUM-6.AUM)] the confirmations in the implementation category dependent assessment unit are

successful.

RESULT: ‘

3.3 Secure update mechanism
3.3.1 SUM-1: Applicability of update mechanisms

Conceptional assessment results

Identifier

Software-1 Firmware

Decision Node

Decision

[E.Info.DT.SUM-1]

Justification

[E.Just.DT.SUM-1]

DT.SUM-1.DN-1 Yes [X] No Wireless module firmware, which has FreeRTOS as its operating
system updatable via SUM-1.
It will affect the security asset and network asset.
DT.SUM-1.DN-2 Yes No [x] The equipment functionality allows for updatability.
DT.SUM-1.DN-3 Yes No [X] For security reasons, the equipment firmware needs to be
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updatable.

DT.SUM-1.DN-4 Yes No [X] There are no alternative measures to protect the equipment 's
security assets and network assets throughout its lifecycle.

DT.SUM-1.DN-5 Yes [X] No The equipment upgrades the firmware by OTA update.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SUM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional sufficiency assessment
According to E.Info.PartOfSoftw and E.Info.SUM,

The DUT updates the software component with the firmware upgrade function.

Al 3 g 225551

< Settings Firmware update Firmware update
Reverse charge current

Emergency reverse

: New version 717.89.5 New version 717.89.5
charging

More settings Current version 517.8712 Current version
Other What's new What's new

User manual

Firmware update

Specifications

Help and feedback

Clear data

Update
Upgrading

Figure 16:  Device update function
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Firmware update Firmware update

Device restarting

Figure 17:  Successful update

TL used the update mechanism recorded in [E.Info.SUM-1.PartOfSoftw.SUM] and successfully installed the

firmware onto th

e device.

The verdict is PASS because [Software-1 Firmware] has been successfully upgraded and installed by the update
mechanism documented in [E.Info.SUM-1.PartOfSoftw.SUM].

RESULT: ‘

332

SUM-2: Secure updates

Conceptional assessment results

Identifier

SUM-1-OTA update

Decision Node

Decision

[E.Info.DT.SUM-2]

Justification

[E.Just.DT.SUM-2]

DT.SUM-2.DN-1

Yes [X]

No

The firmware package is first processed with SHA256 and then
signed. The processed firmware package is transmitted to the
device for signature verification, where it checks if the signature
matches, and then the upgrade is performed.

OTA update mechanism can make sure the integrity and
authenticity are valid at the time of installation.

Verdict

Pass
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Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree

E.Info.DT.SUM-2 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional sufficiency assessment

The device uses firmware update packages that are encrypted and then transmitted over HTTP.

On the server side, the firmware undergoes SHA256 processing. The server first calculates the SHA256 value of
the BIN file and then signs the SHA256 value using the ECC algorithm. The signed firmware package consists of
the firmware image and the signature. When the firmware package is transmitted to the device, the device uses the
public key to verify the signature and check whether it matches the signature. If they match, the upgrade proceeds;
if they do not match, the upgrade is not performed.

TL attempted a man-in-the-middle attack on the entire update process. As the first step, TL configured traffic-
forwarding rules for ports 443 and 8883 on the attacking machine. During testing, TL observed that port 443
enforces certificate verification; when an invalid certificate is presented, the app cannot retrieve any device
information, causing the man-in-the-middle attack to fail.

Error from src bufferevent: 0:- 167773206:10U46:ss1/tls alert certificate unknown:20:SSL routines:(null)

Additional SSL error: 1:1:(null):0:(null):(null)

SSL_free() in state 00000001 = @001 = SSLOK (SSL negotiation finished successfully) [connect socket]

SSL disconnected to [43.159.109.247]:4u3

SSL disconnected from [10.0.0 6016

SSL_free() in state 00000032 = 0032 = SSLERR (error) [accept socket]

SNI peek: [api-a.ecoflow.com] [completel]

SNI peek: [api-a.ecoflow.com] [complete]

Attempt reuse dst SSL session

Connecting to [43.159.109.247]:443

Attempt reuse dst SSL session

Connecting to [43.159.109.247]:443

===> Original server certificate:

Subject DN: /C=CN/ST=\xE5\xBI\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\XE5\x8F\xB8/CN=+* .ecoflow.com

Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com

Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89

Certificate cache: HIT

===> Forged server certificate:

Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\XxE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\XE6\x96\xBO\XE7\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F\xB8/CN=%* . ecoflow.com

Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com

Fingerprint: 56:E6:4F:8F:8E:C8:F7:63:70:53:15:8D:9F:27:07:BF:11:F2:6A:A6

SSL connected to [43.159.109.247]:443 TLSvl.3 TLS_AES_256_GCM_SHA384

CLIENT_RANDOM 6285960EACB5EF122A4FA60809B250E6EODFECOU6841F213712842B3DD11BDA3 50225CD79F7F0000E397476BFF550000304C7A6CF
F550000C01C796CFF550000504004C89F7FO000303104C89F7FO000

Certificate cache: KEEP (SNI match or target mode)

Received privsep req type 01 sz 79 on srvsock 14

Certificate cache: KEEP|(SNL matcn or target mode)

Error from src bufferev:nt: 0:- 167773206:10U46:ss1/tls alert certificate unknown:20:SSL routines:(null)

Additional SSL error: 1 1:(null):0:(null):(null)

SSL_free() in state 00000001 = 0001 = SSLOK (SSL negotiation finished successfully) [connect socket]

SSL disconnected to [43.159.109.247]:443

SSL disconnected from [10.0.0.14]:56028

SSL_free() in state 00000032 = 0032 = SSLERR (error) [accept socket]

===> Original server certificate:

Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\xIB\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F\xB8/CN=%* . ecoflow.com

Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com

Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89

Certificate cache: HIT

===> Forged server certificate:

Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\XE5\x88\xIB\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\

Figure 18: MITM test fail for 443 port
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+ Add a device or system

Figure 19: app cannot retrieve any device information
TL then attempted to allow traffic on port 443 and intercept only port 8883. In this configuration, the app was able to

obtain basic device information. However, after entering the device page, it failed to establish a connection and
could not initiate the OTA upgrade. On the attacking machine, TL also observed indications that port 8883 had
detected and blocked the man-in-the-middle attack.

Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E
Certificate cache: HIT
E Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xBI\xBF\xEU\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XE7\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F \xB8/CN==* . ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: E@:53:EF:7D:A0:1F:3F:30:FF:11:62:54:C9:1A:39:ED:2E:AF:56:37
SSL connected to [4.236.82.215]:8883 TLSv1.3 TLS_AES_256_GCM_SHA384
CLIENT_RANDOM F8EC63A849F1116D9143DFB553381D1566ADA7054043761BOFB39035AF1C8199 506249514F7FO000E3779E62CES5500000047FB62C
E550000E046FB62CES50000904103404F7FO000BOU4103UHOUF7FOO00
Certificate cache: KEEP (SNI match or target mode)
Received privsep req type 01 sz 78 on srvsock 14
Certificate cacne: KEEP (SNL Match or targec moae)
Error from src bufferevent: 0:- 167773206:1046:ss1/tls alert certificate unknown:20:SSL routines:(null)
Additzonal SSL error: 1:1:(null):0:(null):(null)
SSL_fiee() in state 00OOOOOL = 0001 = SSLOK (SSL negotiation finished successfully) [connect socket]
SSL d: ecannactad +a 11224 _29 21K51.2222
SSL disconnected from [10.0.0.14]:36312
SSL_free() in state 0000OO32 = 0032 = SSLERR (error) [accept socket]
SNI peek: [mqtt-a.ecoflow.com] [complete]
Attempt reuse dst SSL session
Connecting to [4.236.82.215]:8883
Original server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XET\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\xE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\XE5\x8F\xB8/CN=* . ecoflow. com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89
Certificate cache: HIT
E Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XE7\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F \xB8/CN==* . ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: E@:53:EF:7D:A0:1F:3F:30:FF:11:62:54:C9:1A:39:ED:2E:AF:56:37
SSL connected to [4.236.82.215]:8883 TLSv1.3 TLS_AES_256_GCM_SHA384
CLIENT_RANDOM 3EFU4628840832A655093U4D15540C1C6F30F8FUAQT7749U4968619509F55CE23AD2 506249514F7FO000OE3779E62CES5500002047FB62C
E550000E046FB62CES5000050970240U4F7F0000709702U40UF7FO000
Certificate cache: KEEP (SNI match or target mode)
Received privsep req type 01 sz 78 on srvsock 14
Certificate cache: KEEP (SNI match or target mode)
Error from src bufferevent: 0:- 167773206:1046:ss1/tls alert certificate unknown:20:SSL routines:(null)

Figure 20: MITM test fail for 8883 port
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Figure 21:

< Alternator ...rger-0212

G/9 Device disconnected

K

Operating mode @

Can not initiate the OTA upgrade

The firmware signature verification mechanism ensures the security and reliability of the update process,
eliminating the possibility of tampering and interception, thereby guaranteeing confidentiality and integrity.

The verdict is PASS because the installation process is protected by TLSv1.2 through [AU.SUM-2.SecChan] and
the APP confirmation ensures the integrity and authenticity of the update.

RESULT:

3.33 SUM-3: Automated updates

Conceptional assessment results

Identifier

SUM-1-OTA update

Decision Node

Decision

[E.Info.DT.SUM-3]

Justification

[E.Just.DT.SUM-3]

DT.SUM-3.DN-1 Yes No [x] The equipment does not support silent upgrades.
DT.SUM-3.DN-2 Yes No [x] The equipment cannot automatically upgrade during a
scheduled time.
DT.SUM-3.DN-3 Yes [X] No Update mechanism is capable of updating the software via
triggering the installation of an update under human approval.
Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SUM-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.
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RESULT:

Functional sufficiency assessment

Firmware updates can be triggered manually in the APP. TL confirmed that clicking update function is required to
enable the update, which follows the update mechanism of triggering the installation under human approval.

Firmware update

New version 717.89.5
Current version

What's new

turned off during the

urn them on manually

Update

Figure 22:  Firmware version before updating
As shown below, TL examined the device’s update functionality. TL found that the device does not support silent

upgrades or upgrades scheduled for a specific time. Triggering an upgrade requires human approval.

Report No: 4944367RCS.001 Page 36 of 69



DEKRA Testing and Certification (Shanghai) Ltd. Guangzhou Branch. D E K RA
Building 5, No. 3 Qiyun Road, Huangpu District, Guangzhou,
Guangdong Province, 510663, P.R. China

TR Sl 7 @D # : R84Sl S A @D #

Settings Firmware update 2]
Reverse charge current

Emergency reverse

H New version 717.895
charging

More settings Current version

What's new
Othe
s th

2.1m
User manual F

Firmware update Notice
Specifications
Help and feedback

Clear data

Figure 23:  Update triggered by human approval

Therefore, TL assigns this as PASS because the update mechanism by human approval is needed.
RESULT: ‘

3.4 Secure storage mechanism
34.1 SSM-1: Applicability of secure storage mechanisms

Conceptional assessment results

Identifier Asset-1 Wi-Fi SSID and Password
Decision Node Decision Justification
[E.Info.DT.SSM-1] [E.Just.DT.SSM-1]
DT.SSM-1.DN-1 Yes No [X] The storage of the network assets or security assets can not be

protected by physical or logical measures.

DT.SSM-1.DN-2 Yes [X] No This device ensures the integrity of stored security assets or
network assets by employing an access control mechanism that
denies unauthorized modifications.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SSM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.
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RESULT:

Functional assessment results

TL logs into the application using a username and password. TL discovers that only logged-in users can view the
Wi-Fi SSID and password to which the device is connected. This can be regarded as an access control using
authentication or authorization.

[
Settings More settings Wi-Fi details
i Join method
Device SIWEI'IHQ Vehicle information

Auto join
Beeper Battery information

Auto timeout Wi-Fi name

Start settings Manual sta Time zone Biopdistiendty

Starter battery protection Wi-Fi details IP address

Temperature control MAC address

Maximum charging
current

Reverse charge current

Emergency reverse
charging

More settings
Change Wi-Fi

Figure 24:  View path
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3:06
<
Select Wi-Fi

i-Fi only

xxxhzm1234567

Figure 25:  Wi-Fi SSID and password
TL concludes that, for [Asset-1 Wi-Fi SSID and Password], [SSM-1-Flash Encryption] is enabled and has been
recorded in [E.Info.SSM-1.SecurityAsset.SSM].

The verdict is PASS because security asset is persistently stored via secure storage mechanisms documented in
[E.Info.SSM-1.SecurityAsset.SSM].

RESULT:

34.2

SSM-2: Appropriate integrity protection for secure storage mechanisms

Conceptional assessment results

Identifier

SSM-1-Flash Encryption

Decision Node

Decision

[E.Info.DT.SSM-1]

Justification

[E.Just.DT.SSM-1]

DT.SSM-1.DN-1 Yes [X] No The integrity of the asset is protected to ensure attacks on secure
storage will not result in manipulation.
Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SSM-2 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the

decision tree is rational and valid.

RESULT:
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Functional assessment results

The [Asset-1 Wi-Fi SSID and Password] are stored on the DUT. TL verifies that the DUT's secure
storage mechanisms are protected by an access control system, which aligns with the requirements of
[IC.SSM-2.AccessControl]. As specified in [E.Info.SSM-2.AccessControl], this system prevents
unauthorized modification of these assets.

After logging in, TL can access the security asset.

Select Wi-Fi

Figure 26:

i only

xxxhzm1234567

Wi-Fi SSID and password

The verdict is PASS because for each secure storage mechanism documented in [E.Info.SSM-2.SSM], the
confirmations in the implementation-category—dependent assessment units are successful.

RESULT:

343 SSM-3: Appropriate confidentiality protection for secure storage mechanisms

Conceptional assessment results

Identifier

SSM-1-Flash Encryption

Decision Node

Decision

[E.Info.DT.SSM-1]

Justification

[E.Just.DT.SSM-1]

DT.SSM-1.DN-1

Yes [X] No

The confidentiality of the asset is protected to ensure attacks on
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secure storage will not result in manipulation.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SSM-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment results

According to the Test Case ACM-1 and Test Case SSM-1, the [Asset-1 Wi-Fi SSID and Password] are
stored on the DUT. TL verifies that the DUT's secure storage mechanisms are protected by an access
control system, which aligns with the requirements of [IC.SSM-3.AccessControl]. This is implemented
according to E.Info.SSM-3.AccessControl, and unauthorized reading of stored confidential security
parameters and confidential network function configurations is denied.

The verdict is PASS because for each secure storage mechanism documented in [E.Info.SSM-3.SSM], the
confirmations in the implementation-category—dependent assessment units are successful.

RESULT:

3.5 Secure communication mechanism
3.5.1 SCM-1: Applicability of secure communication mechanisms

Conceptional assessment results

Identifier Asset-3 Remote Control Function
Asset-4 OTA data

Decision Node Decision Justification
[E.Info.DT.SCM-1] [E.Just.DT.SCM-1]
DT.SCM-1.DN-1 Yes [X] No The DUT receives the [Asset-3 Remote control function] from the
cloud server via the mobile app. It is protected by [SCM-1-
TLSv1.2].

[Asset-4 OTA data] uses [SCM-3-HTTP with encrypted data]. The
firmware package is first processed and signed on the cloud, then
transmitted securely via HTTP, and finally verified and installed on

the device.
Verdict Pass
Identifier Asset-1 Wi-Fi SSID and Password
Decision Node Decision Justification
[E.Info.DT.SCM-1] [E.Just.DT.SCM-1]
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DT.SCM-1.DN-1 Yes No [X] The device establishes initial contact with the app by transmitting
[Asset-1 Wi-Fi SSID and Password] via [interface-1 Bluetooth].

DT.SCM-1.DN-2 Yes [X] No This is a temporary exposure of Wi-Fi transmission information to
ensure the DUT can establish a connection to the network. It
occurs during the initial Bluetooth pairing data transmission.

Verdict Not Applicable
Identifier Asset-2 Bluetooth function
Decision Node Decision Justification
[E.Info.DT.SCM-1] [E.Just.DT.SCM-1]
DT.SCM-1.DN-1 Yes No [x] The device establishes initial contact with the app by transmitting

[Asset-1 Wi-Fi SSID and Password] and [Asset-3 Remote Control
Function] via [Interface-1Bluetooth].

DT.SCM-1.DN-2 Yes No [X] Assets are not temporary exposure for connection to establish the
connection.
DT.SCM-1.DN-2 Yes [X] No Targeted environment can ensure that network assets and

security assets will be only exposed to authorized entities.

Verdict Not Applicable

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SCM-1 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional Completeness Assessment

[Asset-3 Remote Control Function] is encrypted and transmitted via [SCM-1-TLSv1.2].
[Asset-4 OTA data] are encrypted and transmitted via [SCM-3-HTTP with encrypted data].

As a result, no assets beyond those listed in E.Info.SCM.Asset are present.

Functional sufficiency assessment

By capturing the communication of devices and app, it is confirmed that the equipment uses the TLS protocol to
establish a connection and transmit information.

Figure below shows [Asset-3 Remote Control Function] is encrypted when transmitting by [SCM-1-TLSv1.2].
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No. Tine Source Destination Protocol Length Info

| 301 4.990375 192.168.137.105 43.159.109.247 TLSv1.3 1419 Application Data, Applicatic™
303 5.043446 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher I
305 5.043518 43.159.109.247 192.168.137.105 TLSV1.3 2686 Application Data, Applicatic

i 307 5.061538 43.159.109.247 192.168.137.105 TLSvi.3 2824 Server Hello, Change Cipher

1 309 5.061637 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic

1 316 5.132927 192.168.137.105 43.159.109.247 TLSV1.3 134 Change Cipher Spec, Applicat

‘ 317 5.132928 192.168.137.105 43.159.109.247 TLSV1.3 134 Change Cipher Spec, Applicat

| 318 5.132928 192.168.137.105 43.159.109.247 TLSv1.3 196 Application Data, Applicatic |

| 216 & 127070 107 120 127 108 22 1ce 100 217 Tiewn 2 ariAn nars  Amm

Source Port: 443

Destination Port: 57894

[Stream index: 13]

[TCP Segment Len: 1296]

Sequence number: 2731  (relative sequence number)

[Next sequence number: 4027  (relative sequence number)]
Acknouledgment number: 518  (relative ack number)

o0ofe
0100
o110
0120
0130
0140
0150
0160
0170
0180
0190
01a0
01bo

Frame (1350 bytes)  Reassembled TCP (3492 bytes)

No. Time Source Destination Protocol Length Info
1390 15.283281 4.236.82.215 192.168.137.105 TLSV1.3 1102 Application Data —
1391 15.283306 4.236.82.215 192.168.137.105 TLSv1.3 1102 Application Data
1392 15.283352 4.236.82.215 192.168.137.105 TLSvV1.3 1102 Application Data l
1401 15.897649 4.236.82.215 192.168.137.105 TLSV1.3 774 Application Data
1506 17.233554 4.236.82.215 192.168.137.105 TLSv1.3 774 Application Data =i
4 -3

18.987092 .236.82.215 192.168.137.105 TLSV1 1002 Application Data

1812 20.309755 4.236.82.215 TLSv1.3 774 Application Data

TCP payload (492 bytes)
v Transport Layer Security
v TLSV1.3 Record Layer: Application Data Protocol: mqtt
Opaque Type: Application Data (23)
Version: TLS 1.2 (@x0303)
Length: 487 |
Encrypted Application Data: 9439bd1f 216618fd3d1! 1e00da26f...

2120
0130
0140
2150
0160
e17e
2180
0190
|| e1a0
1 e1be
| e1co
B eide

0le0
\ eife

Figure 27:  Encrypted data on TLS traffic
[Asset-3 Remote Control Function] is sent over [Interface-2 WLAN] and are protected by [SCM-1-TLSv1.2].

Figure below shows that TL monitored the network traffic during asset transmission by the device. TL discovered
that during the transmission of [Asset-3 Remote control command] and [Asset-4 OTA data] between the cloud and
the device, the TLSv1.2 cipher suite TLS_AES_256_GCM_SHA384 was used for encrypted communication.

No. Time Source Destination Protocol Length Info =

[T 269 4.839238 43.159.109.247 192.168.137.105 TLSVI.3 2824 Server Hello, Change Cipher
271 4.862519 43.159.109.247 192.168.137.105 TLSV1.3 2686 Application Data, Applicatic
275 4.872378 192.168.137.105 4.227.52.29 TLSV1.3 146 Change Cipher Spec, Applicat
289 4.873040 192.168.137.105 220.181.106.234 TLSV1.2 77 Encrypted Alert =
291 4.878270 192.168.137.105 43.159.109.247 TLSv1.3 134 Change Cipher Spec, Applicat
293 4.945247 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher
295 4.950194 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic
299 4.985274 192.168.137.105 43.159.109.247 TLSvi.3 134 Change Cipher Spec, Applicat
300 4.990374 192.168.137.105 43.159.109.247 TESvL 3 196 Application Data, Applicatic—
301 4.990375 192.168.137.105 43.159.109.247 TLSV1.3 1419 Application Data, Applicatice=
303 5.043446 43.159.109.247 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher
305 5.043518 43.159.109.247 192.168.137.105 TLSV1.3 2686 Application Data, Applicatic
307 5.061538 43.159.109.247 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher
309 5.061637 43.159.109.247 192.168.137.105 TLSv1.3 2686 Aoplication Data. Aoplicatic

Handshake Type: Server Hello (2)

Length: 118

Version: TLS 1.2 (@x@303)

Random: 1a6b924733ca3al8f8a918d7a3a437d1951f368012b08c2b...
Session ID Length: 32

6F5...
I Cipher Su TLS_AES_256_GCM_SHA384 (0x1302) i

v

” 2

Extensions Length: 46

v Extension: supported_versions (len=2)
Tune: sunnorted versions (43)

ba 28 fENCF 00 00 2e 60 2b 00 02 03 04 00 33 00
24 00 1d @0 20 4f 17 9e f2 12 5a cd cb ea 2c 60
d9 8f 3c 39 16 60 30 @5 12 e@ 6d be 59 8f da 9d
41 69 6f 25 13 14 03 03 00 01 01 17 ©3 83 00 24

Figure 28: TLS communication mechanism
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TL determines that for each security asset documented in [E.Info.SCM-1.SecurityAsset] and for each network asset

documented in [E.Info.SCM-1.NetworkAsset], a secure communication mechanism has been enabled to ensure
encrypted transmission or other forms of validation to guarantee security.

For [Asset-4 OTA data], the transmitted data is encrypted and signed in the cloud, and then transmitted via HTTP,
using TLS_AES_256_GCM_SHA384 encryption. Upon arrival at the device, its authenticity and integrity are
verified through secure boot.

No. Time Source Destination Protocol Length Info =
829 7.948874 192.168.137.105 13.107.246.40 TLSv1.3 158 Application Data
830 7.948874 192.168.137.105 13.107.246.40 TLSv1.3 1055 Application Data
831 8.013326 13.107.246.40 192.168.137.105 TLSvV1.3 2824 Server Hello, Application Da
838 8.115078 13.107.246.40 192.168.137.105 TLSv1.3 2430 Application Data, Applicatic
839 8.115091 163.181.60.223 192.168.137.105 TLSv1.3 2654 Application Data, Applicatic_
843 8.148642 192.168.137.105 13.107.246.40 TLSv1.3 140 Application Data I
846 8.217702 4.236.82.215 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher —
848 8.217750 4.236.82.215 192.168.137.105 TLSV1.3 2732 Application Data, Applicatic——
850 8.236032 43.159.109.247 192.168.137.105 TLSv1.3 702 Application Data
855 8.257420 192.168.137.105 4.236.82.215 TLSv1.3 146 Change Cipher Spec, Applicat
856 8.322444 43.159.109.247 192.168.137.105 TLSv1.3 1238 Application Data
857 8.322516 43.159.109.247 192.168.137.105 TLSv1 3 432 Application Data
858 8.322533 43.159.109.247 192.168.137.105 TLSV1.3 370 Application Data
859 8.322548 43.159.109.247 192.168.137.105 TLSv1.3 498 Application Data

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 118
Version: TLS 1.2 (@x@303)
Random: 8ffflecdadfaa63dfsef 2a99dad7a9cfeae78fo..

Session ID Length: 32

Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302)

eSO et T T 0T
Extensions Length: 46
v Fxtension: kev share (len=36)

dl 8d fo c6 90 57 40 b3 80 23 25 8c d4 14
90 00 2¢ 00 33 00 24 00 1d 00 20 fd a4 ec 02 43
f1 90 aa 1a 7b ec 57 ba 60 6b b3 60 12 3d 88 a6
) ec dc d5 49 d9 6c 25 2f 34 62 67 00 2b @0 02 03

Figure 29:  Encrypted data during OTA update

Therefore, the verdict is PASS because the secure communication mechanisms are implemented as documented
in E.Info.SCM.

RESULT:

3.5.2 SCM-2: Appropriate integrity and authenticity protection for secure communication
mechanisms

Conceptional assessment results

Identifier SCM-1-TLSv1.2

Decision Node Decision Justification

[E.Info.DT.SCM-2] [E.Just.DT.SCM-2]

DT.SCM-2.DN-1 Yes [X] No The device uses TLSv1.2 for communication and the cipher suite
TLS_AES_256_GCM_SHA384 to protect network and security
assets. It is categorized as [IC.SCM-2. PKl-based].

Verdict Pass

Identifier SCM-2-HTTP with encrypted data

Decision Node Decision Justification

[E.Info.DT.SCM-2] [E.Just.DT.SCM-2]
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D DEKRA

DT.SCM-2.DN-1 No

The transmitted data is encrypted and signed in the cloud, then
transferred via HTTP. TLS_AES_256_GCM_SHA384 ensuring its

authenticity and integrity.

Yes [X]

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SCM-2 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

Functional assessment result
According to the E.Info.SCM,
For [SCM-1-TLSv1.2],

[SCM-1-TLSv1.2] is the communication encrypted by TLSv1.2. The communication between device and cloud use
TLS_AES_256_GCM_SHA384 as cipher suite to protect the communication, which is categorized as [IC.SCM-
2.PKl-based]. It is the best practice applied to protect the integrity and authenticity.

No. Time Source Destination Protocol Length Info =
829 7.948874 192.168.137.105 13.107.246.40 TLSv1.3 158 Application Data
830 7.948874 192.168.137.105 13.107.246.40 TLSvV1.3 1055 Application Data
831 8.013326 13.107.246.40 192.168.137.105 TLSV1.3 2824 Server Hello, Application Da
838 8.115078 13.107.246.40 192.168.137.105 TLSv1.3 2430 Application Data, Applicatic
839 8.115091 163.181.60.223 192.168.137.105 TLSv1.3 2654 Application Data, Applicatic_
843 8.148642 192.168.137.105 13.107.246.40 TLSv1.3 140 Application Data I
846 8.217702 4.236.82.215 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher —
848 8.217750 4.236.82.215 192.168.137.105 TLSV1.3 2732 Application Data, Applicatic——
850 8.236032 43.159.109.247 192.168.137.105 TLSv1.3 702 Application Data
855 8.257420 192.168.137.105 4.236.82.215 TLSv1.3 146 Change Cipher Spec, Applicat
856 8.322444 43.159.109.247 192.168.137.105 TLSv1.3 1238 Application Data
857 8.322516 43.159.109.247 192.168.137.105 TLSv1 3 432 Application Data
858 8.322533 43.159.109.247 192.168.137.105 TLSV1.3 370 Application Data
859 8.322548 43.159.109.247 192.168.137.105 TLSv1.3 498 Application Data

“~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 118
Version: TLS 1.2 (@x@303)
Random: 8ffflecdadfaa63dfsef 2a99dad7a9cfeae78fo..

Session ID Length: 32

7
Cipher su: TLS_AES_256_GCM_SHA384 (@x1302) |
[z::::::::::::::i::::E::11 )

Extensions Length: 46
v Fxtension: kev share (len=36)
0080 d1 8d f@ c6 90 57 40 b3 80 23 25 8c d4 14
9090 @0 00 2e 00 33 00 24 00 1d 00 20 fd ad ec 02 43
0020 f1 90 aa 1a 7b ec 57 ba 60 6b b3 60 12 3d 88 a6
20be  ec dc d5 49 d9 6¢ 25 2f 34 62 67 00 2b @0 02 03

No. Tine Source Destination Protocol Length Info =
829 7.948874 192.168.137.105 13.107.246.40 TLSV1.3 158 Application Data
830 7.948874 192.168.137.105 13.107.246.40 TLSv1.3 1855 Application Data
831 8.013326 13.107.246.40 192.168.137.105 TLSv1.3 2824 Server Hello, Application Da
838 8.115078 13.107.246.40 192.168.137.105 TLSv1.3 2430 Application Data, Applicatic
839 8.115091 163.181.60.223 192.168.137.105 TLSv1.3 2654 Application Data, Applicatic_
843 8.148642 192.168.137.105 13.107.246.40 TLSV1.3 140 Application Data |
846 8.217702 4.236.82.215 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher —
848 8.217750 4.236.82.215 192.168.137.105 TLSv1 3 2732 Application Data, Applicatic——
850 8.236032 43.159.109.247 192.168.137.105 TLSv1.3 702 Application Data
855 8.257420 192.168.137.105 4.236.82.215 TLSvV1.3 146 Change Cipher Spec, Applicat
856 8.322444 43.159.109.247 192.168.137.105 TLSV1.3 1238 Application Data
857 8.322516 43.159.109.247 192.168.137.105 TLSv1.3 432 Application Data
858 8.322533 43.159.109.247 192.168.137.105 TLSv1.3 370 Application Data
859 8.322548 43.159.109.247 192.168.137.105 TLSV1.3 498 Application Data

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (@x0303)
Random: c638fff4ecd4adfaab3dfef6a5as982a99dad7a9cfeae78fe..
Session ID Length: 32

i Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302) |
ompression Method: null ()
Extensions Length: 46

v _Extension: kev share (len=36)

oe8e
0090
0020
00b0

dl 8d fo c6 90 57 40 b3
00 00 2e 00 33 00 24 00
f1 90 aa 1la 7b ec 57 ba
ec dc d5 49 d9 6c 25 2f

80 23 25 8c d4 14
1d 00 20 fd a4 ec 02 43
60 6b b3 60 12 3d 88 a6
34 62 67 00 2b 00 02 03
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Figure 30: TLS communication mechanism
The figure below shows the device's behavior in a MITM attack. TL connected the device to a hotspot forged by TL

and conducted a MITM attack by redirecting traffic and replacing certificates.

Error from src bufferevent: 0:- 167773206:10U46:ss1/tls alert certificate unknown:20:SSL routines:(null)
Additional SSL error: 1:1:(null):0:(null):(null)
SSL_free() in state 00000001 = @001 = SSLOK (SSL negotiation finished successfully) [connect socket]
SSL disconnected to [43.159.109.247]:4u3
SSL disconnected from [10.0.0.14]:56016
SSL_free() in state 00000032 = 0032 = SSLERR (error) [accept socket]
SNI peek: [api-a.ecoflow.com] [complete]
SNI peek: [api-a.ecoflow.com] [complete]
Attempt reuse dst SSL session
Connecting to [43.159.109.247]:443
Attempt reuse dst SSL session
Connecting to [43.159.109.247]:443
Original server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\XE5\x8F\xB8/CN=+* .ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:
Certificate cache: HIT
Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\xIB\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F\xB8/CN=%* . ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: 56:E6:4F:8F:8E:C8:F7:63:70:53:15:8D:9F:27:07:BF:11:F2:6A:A6
SSL connected to [43.159.109.247]:443 TLSvl.3 TLS_AES_256_GCM_SHA384
CLIENT_RANDOM 6285960EACB5EF122A4FA60809B250E6EODFECOU6841F213712842B3DD11BDA3 50225CD79F7F0000E397476BFF550000304C7A6CF
F550000C01C796CFF550000504004C89F7FO000303104C89F7FO000
Certificate cache: KEEP (SNI match or target mode)
Received privsep req type 01 sz 79 on srvsock 14
Certificate cache: KEEP (SNI match or targ-i-ucdc)
Error from src bufferevent: 0:- 167773206:10U46:ss1/tls alert certificate unknown:20:SSL routines:(nall)
Additional SSL error: 1:1:(null):@:(null):lnatll
SSL_free() in state 00000001 = 0001 SSLOK (SSL negotiation finished successfully) [connect socket]
SSL disconnected to [43.159.109.247]:443
SSL disconnected from [10.0.0.14]:56028
SSL_free() in state 00000032 = 0032 = SSLERR (error) [accept socket]
Original server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\xIB\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F\xB8/CN=%*. ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89
Certificate cache: HIT
Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\

xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\XE5\x88\xIB\XE6\x96\xBO\XET\xAT\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\

Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89
Celtlflcate cache: HIT
Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XE7\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F \xB8/CN==* . ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: E@:53:EF:7D:A0:1F:3F:30:FF:11:62:54:C9:1A:39:ED:2E:AF:56:37
SSL connected to [4.236.82.215]:8883 TLSv1.3 TLS_AES_256_GCM_SHA384
CLIENT_RANDOM F8EC63A849F1116D9143DFB553381D1566ADA7054043761BOFB39035AF1C8199 506249514F7FO000E3779E62CES5500000047FB62C
E550000E046FB62CES50000904103404F7FO000BOU4103UHOUF7FOO00
Certificate cache: KEEP (SNI match or target mode)
Received privsep req type 01 sz 78 on srvsock 14
Certificate cache: KEEP (SNI match or tarsst mads)
Error from src bufferevent: 0:- 167773206 10U6: ssl/tls alert certificate unknown:20:SSL routines:(iull)
Additional SSL error: 1:1:(null):0:(null) =112
SSL_free() in state 000OOOOL = 0001 = SSLOK (SSL negotiation finished successfully) [connect socket]
SSL disconnected to [4.236.82.215]:8883
SSL disconnected from [10.0.0.14]:36312
SSL_free() in state 0000OO32 = 0032 = SSLERR (error) [accept socket]
SNI peek: [mqtt-a.ecoflow.com] [complete]
Attempt reuse dst SSL session
Connecting to [4.236.82.215]:8883
Original server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XET\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\xE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\XE5\x8F\xB8/CN=* . ecoflow. com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: C6:A5:75:6B:2B:25:80:B8:EA:B8:A6:5D:3D:35:8A:F3:E1:2A:CA:89
Celtlflcate cache: HIT
Forged server certificate:
Subject DN: /C=CN/ST=\xE5\xB9\xBF\xE4\xB8\x9C\xE7\x9C\x81/L=\xE6\xB7\xB1\xE5\x9C\xB3\xE5\xB8\x82/0=\xE6\xB7\xB1\xE5\x9C\
xB3\xE5\xB8\x82\xE6\xAD\xA3\xE6\xB5\xA9\xE5\x88\x9B\xE6\x96\xBO\XE7\xA7\x91\xE6\x8A\x80\xE8\x82\xA1\xE4\xBB\xBD\XE6\x9C\
x89\xE9\x99\x90\xE5\x85\xAC\xE5\x8F \xB8/CN==* . ecoflow.com
Common Names: *.ecoflow.com/*.ecoflow.com/ecoflow.com
Fingerprint: E@:53:EF:7D:A0:1F:3F:30:FF:11:62:54:C9:1A:39:ED:2E:AF:56:37
SSL connected to [4.236.82.215]:8883 TLSv1.3 TLS_AES_256_GCM_SHA38U
CLIENT_RANDOM 3EFU4628840832A655093U4D15540C1C6F30F8FUAQT7749U4968619509F55CE23AD2 506249514F7FO000OE3779E62CES5500002047FB62C
E550000E046FB62CES5000050970240U4F7F0000709702U40UF7FO000
Certificate cache: KEEP (SNI match or target mode)
Received privsep req type 01 sz 78 on srvsock 14
Certificate cache: KEEP (SNI match or target mode)
Error from src bufferevent: 0:- 167773206:1046:ss1/tls alert certificate unknown:20:SSL routines:(null)

Figure 31:  Unknown CA recored by script during MITM
During TL'’s testing, it was found that during certificate replacement, the device was unable to establish a
connection with the cloud when connected to a hotspot performing a MITM attack. The device will only establish
secure communication with the target if the certificate is successfully validated and shows no signs of tampering;
otherwise, the connection will be terminated.

At the same time, the device uses AES_256_GCM as the encryption method,
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Integrity is ensured by the GCM mode. During encryption, the device generates an authentication tag

(Authentication Tag / MAC). The receiver uses the same key and algorithm to recompute the tag and compares it
with the received one. If the data is tampered with during transmission, the tag will not match.

Authenticity is ensured by certificates signed by a trusted CA. Only by presenting the corresponding certificate and
participating in the handshake can the parties know the negotiated session key and generate the correct tag.

TL can get the following conclusion:

1. Device can successfully identify forged certificates, and the forged certificates will not be accepted.
2. Manipulated message is not accepted as being of integrity.

3. Unauthorized message is not accepted as authentic.

4. Successful MITM attack is not possible in case that channel-based communication is used.

The verdict PASS for the assessment case is assigned because of for each secure communication mechanism
documented in [E.Info.SCM-2.SCM] the confirmations in the implementation category dependent assessment unit
are successful.

RESULT:

353 SCM-3: Appropriate confidentiality protection for secure communication mechanisms

Conceptual assessment results

Identifier SCM-1-TLSv1.2
SCM-2-HTTP with encrypted data

Decision Node Decision Justification
[E.Info.DT.SCM-1] [E.Just.DT.SCM-1]
DT.SCM-3.DN-1 Yes [X] No The device uses TLSv1.2 for communication to ensure the

security of network assets or security assets.

Before transmitting OTA data, the device will first perform
encryption processing.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SCM-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment results
According to the questionnaire E.Info.SCM, E.Info.Asset.SCM and E.Info.DT.SCM-3,

[SCM-1-TLSv1.2] is a TLSv1.2 communication mechanism. It is categorized as [IC.SCM-2.PKI-based]. The traffic
data during the communication of the device and the cloud is encrypted with the cipher suite:
TLS_AES_256_GCM_SHA384 . It is the best practice to protect the confidentiality of security and network assets.
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No. Time Source Destination Protocol Length Info =
829 7.948874 192.168.137.105 13.107.246.40 TLSv1.3 158 Application Data
830 7.948874 192.168.137.105 13.107.246.40 TLSvV1.3 1055 Application Data
831 8.013326 13.107.246.40 192.168.137.105 TLSV1.3 2824 Server Hello, Application Da
838 8.115078 13.107.246.40 192.168.137.105 TLSV1.3 2430 Application Data, Applicatic
839 8.115091 163.181.60.223 192.168.137.105 TLSv1.3 2654 Application Data, Applicatic
843 8.148642 192.168.137.105 13.107.246.40 TLSv1.3 140 Application Data I
846 8.217702 4.236.82.215 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher —
848 8.217750 4.236.82.215 192.168.137.105 TLSV1.3 2732 Application Data, Applicatic—
850 8.236032 43.159.109.247 192.168.137.105 TLSv1.3 702 Application Data
855 8.257420 192.168.137.105 4.236.82.215 TLSv1.3 146 Change Cipher Spec, Applicat
856 8.322444 43.159.109.247 192.168.137.105 TLSv1.3 1238 Application Data
857 8.322516 43.159.109.247 192.168.137.105 TLSv1 3 432 Application Data
858 8.322533 43.159.109.247 192.168.137.105 TLSV1.3 370 Application Data
859 8.322548 43.159.109.247 192.168.137.105 TLSv1.3 498 Application Data

“~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (@x@303)
Random: c638fffdecdadfaa63dfef6a5ado82a99dad7adcfeae7sfo..
Session ID Length: 32

I Cipher S TLS_AES_256_GCM_SHA384 (0x1302) | |
ompress1ion Metnod: nuil (o)

Extensions Length: 46
v Fxtension: kev share (len=36)
0080 d1 8d 0 c6 90 57 40 b3 80 23 25 8c d4 14 [EREH  ----- wa- -#%- B
] 00 2¢ 00 33 00 24 00 1d 00 20 fd ad ec 02 43  --.-3-$-
90 aa 1a 7b ec 57 ba 60 6b b3 60 12 3d 88 a6 {
dc d5 49 d9 6c 25 2f 34 62 67 0 2b 00 02 03  ---I-1%/

No. Time Source Destination Protocol Length Info

r 269 4.839238 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher ___
271 4.862519 43.159.109.247 192.168.137.165 TLSV1.3 2686 Application Data, Applicatic
275 4.872378 192.168.137.105 4.227.52.29 TLSv1.3 146 Change Cipher Spec, Applicat
289 4.873040 192.168.137.105 220.181.106.234 TLSv1.2 77 Encrypted Alert
291 4.878270 192.168.137.105 43.159.109.247 TESvL: 3 134 Change Cipher Spec, Applicat
293 4.945247 43.159.109.247 192.168.137.1685 TLSv1.3 2824 Server Hello, Change Cipher
295 4.950194 43.159.109.247 192.168.137.165 TLSv1.3 2686 Application Data, Applicatic
299 4.985274 192.168.137.105 43.159. 247 TLSv1.3 134 Change Cipher Spec, Applicat
300 4.990374 192.168.137.105 43.159.109.247 TLSv1.3 196 Application Data, Applicatic—
301 4.990375 192.168.137.105 43.159.109.247 TLSv1.3 1419 Application Data, Applicatice—
303 5.043446 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher
305 5.043518 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic
307 5.061538 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher

5. <3

061637 43.159.109.247 192.168.137.105 TLSv1 2686 Application Data. Aoplicatic

Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (@x0303)
Random: 1a6b924733ca3al8f8a918d7a3a437d1951f368012b08c2b...
Session ID Length: 32
S = oa L8665..
[Cipher su 56_GCM_SHA384 (0x1302) | |
Ompress1on Metnod: Nuil (o)
Extensions Length: 46
v Extension: supported_versions (len=2)
Tvne: supnorted versions (43)
0080 ba 28 00 00 2e 0@ 2b @0 02 03 04 00 33 00
24 00 1d 00 20 4f 17 9e f2 12 5a cd cb ea 2c 60
d9 8f 3c 39 16 60 30 @5 12 e@ 6d be 59 8f da 9d
41 69 6f 25 13 14 03 03 00 01 01 17 @3 83 00 24

Figure 32: TLS communication mechanism
The cipher suite TLS_AES 256 GCM_SHA384 uses ECDHE for ephemeral key exchange with forward

secrecy, RSA for authentication, AES-128-GCM for confidentiality, and SHA-256 for key derivation and message
authentication.

It ensures:
® The key used to encrypt messages within the communication channel cannot be intercepted

® Only the parties involved in the key exchange can encrypt and decrypt the data.
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No. Time Source Destination Protocol Length Info

| 301 4.990375 192.168.137.105 43.159.109.247 TLSv1.3 1419 Application Data, Applicatic™
303 5.043446 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher
305 5.043518 43.159.109.247 192.168.137.105 TLSV1.3 2686 Application Data, Applicatic

i 307 5.061538 43.159.109.247 192.168.137.105 TLSvi.3 2824 Server Hello, Change Cipher

1 309 5.061637 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic

1 316 5.132927 192.168.137.105 43.159.109.247 TLSV1.3 134 Change Cipher Spec, Applicat

‘ 317 5.132928 192.168.137.105 43.159.109.247 TLSV1.3 134 Change Cipher Spec, Applicat

| 318 5.132928 192.168.137.105 43.159.109.247 TLSv1.3 196 Application Data, Applicatic |

| 216 & 127070 107 120 127 108 22 1ce 100 217 Tiewn 2 70& AnmidAatTan Nata  AnATdsatddl

Source Port: 443
Destination Port: 57894
[Stream index: 13]

[TCP Segment Len: 1296] |
Sequence number: 2731 (relative sequence number)
[Next sequence number: 4027  (relative sequence number)]
Acknowledgment number: 518  (relative ack number)

o0ofe 80 a4 @9 fc fb 50 df da 20 35

0100 35 3e d9 8f ef 56 7d @d dS

o110 ca 24 d5 11 11 c3 02 66 2d

0120 33 eeidn 8f 8e 72 f9 6a 49 I

0130 78 fa fb de 5a 39 5f fo eb

0140 d4 08 b2 c3 64 4c 81 fd 12

0150 oc 6d 04 35 3f 6a 65 8e 55

0160 3e fc d6 2c 18 93 88 af 44 fo

0170 71 46 d1 46 79 bf c3 @4 08 17

0180 91 87 8f 33 92 3e 5f 8d 5e 66

0190 94 d9 80 @b Se 69 fo@ 3c 46 3e

0120 35 7d 9e le 09 81 3f b2 do 5f

01bo af e4 88 d7 59 ac 87 89 42 cl

| Frame (1350 bytes)  Reassembled TCP (3492 bytes)

No. Tine Source - Destination Protocol Length Info
1390 15.283281 4.236.82.215 192.168.137.105 TLSV1.3 1102 Application Data —
1391 15.283306 4.236.82.215 192.168.137.105 TLSv1.3 1102 Application Data
1392 15.283352 4.236.82.215 192.168.137.105 TLSvV1.3 1102 Application Data l
1401 15.897649 4.236.82.215 192.168.137.105 TLSV1.3 774 Application Data
1506 17.233554 4.236.82.215 192.168.137.105 TLSv1.3 774 Application Data =i I

1002 Application

1652 18.987092 4.236.82.215 192.168.137.105 TLSv1.3 Data

1812 20.309755 4.236.82.215 192.168.137.105 TLSv1.3 774 Application Data

10ac 21 732807 A 232 0 a1c 107 120 127 1ac Tiewn 2 1007 Amnlicatian Rata
TCP payload (492 bytes)
v Transport Layer SECIII"ity
v TLSV1.3 Record Layer: Application Data Protocol: mqtt
Opaque Type: Application Data (23)
Version: TLS 1.2 (@x0303)
Length: 487 |
Encrypted Application Data: 9439bdif 216618fd3d1! 1e00da26f...
0120 @b f2 7 ea c7 8e 6b 05 Of 07
0130 8f 1d c5 4d e4 ba d6 39 17 e9
0140 d4 79 54 72 cc 9c d3 27 c7
0150 21 51 8¢ 14 73 aa d6 2d 46
0160 53 b3 bb 90 72 67 9a cc
0170 dd ed 10 5a bb 3c b4 fo 19
~ 0180 bd 75 cf aa ed 8a 39 60 59
il e19e 02 5d 68 71 22 ba dg 93 24
|| o120 64 od 27 5 e3 2f €0 db 24
o1be @e f8 5b 4f ad of da c2 6b
l| eice 7b 84 2f el 35 a5 79 9b 29
| e1de la 22 €9 76 a5 4c ea 6e 1b
oleo df 85 23 7b @3 3f 19 67 c8

¥ eife 6Cc el 98 a3 87 34 08 db 16 b6

Figure 33:  Security assets and network assets encrypt data

TL found that the data has been encrypted and transfer by TLS based on figure above.

In conclusion, TL analyzed the communication commands and data packets transmitted between the cloud and the
device under [SCM-1-TLSv1.2] and [SCM-2-HTTP with encrypted data]. The results show that the data is
encrypted, and both [SCM-1-TLSv1.2] and [SCM-2-HTTP with encrypted data] can ensure the confidentiality of the
assets.

The verdict is PASS because [SCM-1-TLSv1.2] and [SCM-2-HTTP with encrypted data] are confirmed to provide
appropriate confidentiality protection for secure communication mechanism.

354 SCM-4: Appropriate replay protection for secure communication mechanisms

Conceptual assessment results

Identifier SCM-1-TLSv1.2

Decision Node Decision Justification

[E.Info.DT.SCM-4] [E.Just.DT.SCM-4]

DT.SCM-4.DN-1 Yes [X] No TLSv1.2 uses incrementing sequence numbers at the record layer
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protocol to prevent replay attack, which is belong to [IC.SCM-
4.SegNumb].
Verdict Pass
Identifier SCM-2-HTTP with encrypted data
Decision Node Decision Justification
[E.Info.DT.SCM-4] [E.Just.DT.SCM-4]
DT.SCM-4.DN-1 Yes [X] No
Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.SCM-4 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment results

[SCM-1-TLS] utilized a TLSv1.2 communication mechanism, the TLSv1.2 uses incrementing sequence numbers at
the record layer protocol, which is belong to [IC.SCM-4.SeqNumb].

And according to NIST SP 8000-53 REV.2, TLS protects the asset during transmission against reply attack.

NIST SP 800-52 Rev. 2 GUIDELINES FOR TLS IMPLEMENTATIONS

2.6 Anti-Replay

TLS provides inherent protection against replay attacks, except when 0-RTT data (optionally
sent in the first flight of handshake messages) is sent in TLS 1.3.° The integrity-protected
envelope of the message contains a monotonically increasing sequence number. Once the
message integrity is verified, the sequence number of the current message is compared with the
sequence number of the previous message. The sequence number of the current message must be
greater than the sequence number of the previous message in order to further process the
message.

Figure 34:  Anti-replay mechanism for TLS

TLS use [AU.SCM-4.SeqNumb] to protect against replay attacks. Each packet in a TLS session contains a unique
sequence number. Each message (including handshake messages, application data, etc.) has an incrementing
sequence number, ensuring that the order of messages is unique. This mechanism ensures that even if an attacker
intercepts and re-transmits a previously sent message, they cannot forge a valid session, thereby ensuring the
integrity of the messages and preventing replay attacks.

As shown in the diagram below, the sequence number of the two consecutive data packets in a TLS
communication increases irregularly.
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No. Time Source Destination Protocol Length Info
2346 31.363357 4.236.82.215 192.168.137.105 TLSv1.3 892 Application Data 1
2386 32.286229 4.236.82.215 192.168.137.105 TLSvV1.3 774 Application Data L
2387 32.286266 4.236.82.215 192.168.137.105 TLSv1.3 774 Application Data
2441 33.407496 4.236.82.215 192.168.137.105 TLSv1.3 1044 Application Data |
269 4.839238 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher I
271 4.862519 43.159.109.247 192.168.137.105 TLSV1.3 2686 Application Data, Applicatic
293 4.945247 43.159.109.247 192.168.137.105 TLSv1.3 2824 Server Hello, Change Cipher
295 4.950194 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic
202 © anaase 42 1co 160 247 107 160 127 10c Tiewt 2 7094 Camian Ualln  rhanea Finhan

Source Port: 8883
Destination Port: 44638
[Stream index: 28]

[TCP Segment Len: 328]

Sequence number: 13637  (relative sequence number)

[Next sequence number: 13965 (relative sequence number)]
Acknowledgment number: 3719  (relative ack number)

ad 62 83 de 2c 82 84 89 34 bd 45 @8 00 45 00 b-:,-- -4-E--E
7c 72 e5 40 00 27 @6 3d c2 @4 ec 52 d7 c@ a8 |r-@*- =R
69 22 b3 ae 5e 35 34 23 @b 00 69 8f ba 80 18 i"..254 #--i
5 85 c4 00 00 @1 @1 08 @a of f9 d6 bc e7 09 co

bc 17 @3 @3 @1 43 16 dl1 aa b6 5f @@ cb 78 bo &
74 ae 91 ea 99 12 de 86 6@ 54 @8 19 2d 3c @b L
ea 9e do f@ 03 ee 77 d4 b2 aa 55 ab 56 @1 9¢ d
94 2c b5 96 92 @0 9b b6 a4 bd 26 d7 db 33 66 -
€2 12 16 b4 b8 2c 86 94 b7 8e bf 98 63 84 2a 8
95 da 96 2f @6 @2 9a 85 fb 4f 85 83 le ee 49 -
al 16 ed a7 c6 @5 e8 8c 76 el b9 1@ fd 1@ 69 87

be b6 @9 fa bl 1d el f@ d6 3e 61 37 le e5 fo fb B
co 8f 4b 8f f3 1d a8 de 3a 7c f3 @8 cf e6 48 02 f6 K
-

0,

90d0 42 d2 83 8a 2d 62 95 da e7 a9 52 8c 60 @b Se 6e B

No. Tine Source . Destination Protocol Length Info
2346 31.363357 4.236.82.215 192.168.137.105 TLSv1.3 892 Application Data 1
2386 32.286229 4.236.82.215 192.168.137.105 TLSv1.3 774 Application Data L
2387 32.286266 4.236.82.215 192.168.137.105 TLSV1.3 774 Application Data
2441 33.407496 4.236.82.215 192.168.137.105 TLSv1.3 1044 Application Data |
269 4.839238 43.159.109.247 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher |
271 4.862519 43.159.109.247 192.168.137.105 TLSv1.3 2686 Application Data, Applicatic
293 4.945247 43.159.109.247 192.168.137.105 TLSV1.3 2824 Server Hello, Change Cipher
295 4.950194 43.159.109.247 192.168.137.105 TLSVL.3 2686 Application Data, Applicatic
202 £ anaane 42 126 100 217 107 120 127 108 Tient 2 o nlcarEnbu i AN O O

Source Port: 8883
Destination Port: 44638
[Stream index: 28]

[TCP Segment Len: 463] |
Sequence number: 13965 (relative sequence number)

[Next sequence number: 14428 (relative sequence number)]

Acknowledgment number: 3719 (relative ack number)

9a ad 62 83 de 2c 82 84 89 34 bd 45 08 00 45 00
02 03 72 e6 40 00 27 @6 3d 3a 04 ec 52 d7 c@ a8
89 69 22 b3 ae 5e 35 34 24 53 00 69 8f ba 80 18
@1 f5 43 ae 00 00 @1 @1 @8 @a of f9 da f3 e7 @9
da 5b 17 @3 @3 @1 ca 87 69 a3 21 77 37 7d 29 bb
4b 79 c3 5c a4 2e e5 d5 @0 92 24 7f 1b 94 ec db
57 9f ea 85 8e c2 e6 02 47 15 08 a5 ec 28 91 @0
c1 db be 26 84 f4 fa 9f 89 ef b8 8e e2 76 50 2a
aa 71 €9 60 1d 01 81 89 14 73 e2 fb 49 bo @3 66
€0 76 96 76 28 @e 1d eb 3a 12 7e 8f 4e be 2f 3c
5c 67 5a 2e c6 f7 @2 c3 d7 02 @@ 39 27 82 19 e9
b9 b4 fb db de 8d b9 98 47 @0 62 c6 cl 13 12 64
ae dl1 47 fe f4 ec @2 7b 60 eb of 1f 7c e9 17 58
43 ca b3 73 71 04 of 89 2a 49 98 96 97 e@ df 04

e
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ime Source Destination Protocol Length Info =
556060 43.159.109.247 192.168.137.105 TLSVL. 2686 Application Data, Applicatic
.658007 43.159.109.247 192.168.137.105 TLSv1. 2824 Server Hello, Change Cipher —
.658104 43.159.109.247 192.168.137.105 TLSv1. 2686 Application Data, Applicatic
.760780 43.159.109.247 192.168.137.105 TLSv1. 684 Application Data —
.760805 43.159.109.247 192.168.137.105 TLSVL. 684 Application Data L
.760970 43.159.109.247 192.168.137.105 TLSv1. 684 Application Data

.762882 43.159.109.247 192.168.137.105 TLSv1. 684 Application Data

.768442 43.159.109.247 192.168.137.105 TLSv1. 204 Application Data

+76K0a 43 1ca 100 247 101 120 127 14t Tieun 1 EADA S e RS At

5

Sl pemei

5w

S ©

S ©
nnwnnunnan
LWL Ww WL W Ww

[Stream index: 12]
[TCP Segment Len: 295]
Sequence number: 4027 (relative sequence number)
[Next sequence number: 4322  (relative sequence number)]
Acknowledgment number: 598 (relative ack number) I
0101 .... = Header Length: 20 bytes (5)
> Flags: @x@18 (PSH, ACK)

@200 9a ad 62 83 de 2c 82 84 89 34 bd 45 @8 @0 45 00
9010 @1 4f cf 57 48 00 35 86 91 a9 2b 9f 6d f7 ce@ a8
9020 89 69 @1 bb e2 16 a5 3f c3 ee 19 5e 23 4a 50 18
02 00 fd 20 @0 @0 17 @3 @3 @1 22 ca 93 a5 4d 7e
a4 e5 84 84 @6 96 e6 dc 34 al 5b 40 4a 95 e3 b3
af 15 f5 9c 29 79 c7 54 9c b7 9c 57 62 cl e2 3e
07 f8 la dc 9f 3a 6e 84 a4 36 16 fo 53 1d 10 fe
@070 ae c5 af e7 3c f@ 6¢c 9b 64 bc cf 16 ad 9b e@ 2e
0080 4f 75 78 2c a8 2f 6d c2 1a 96 6a 55 52 b6 65 b8
9050 @0 21 @9 e6 fd f1 de 79 dc b4 dc @4 da 45 de bs
0020 6c 79 71 90 ef b9 71 f8 8b 69 e2 @1 67 ab e4 od
©@obo  8f c@ 6a aa fb 8e 97 55 e3 5d 7e 22 00 ea 28 d4
©2co 4c db 57 59 ca 58 2e @8 f2 @0 76 8d f6 af fe 5c
©0d0 el 98 7a af el 8a 02 26 1la 9c a3 fc 73 5f @b af

No. Time Source Destination Protocol Length Info ||
| 373 5.556060 43.159.109.247 192.168.137.105 TLSv1. 2686 Application Data, Applicatic
1 380 5.658007 43.159.109.247 192.168.137.105 TLSvV1. 2824 Server Hello, Change Cipher —
1 382 5.658104 43.159.109.247 192.168.137.105 TLSv1. 2686 Application Data, Applicatic
ﬂ 399 5.760780 43.159.109.247 192.168.137.105 TLSv1. 684 Application Data =

400 5.760805 43.159.109.247 192.168.137.105 TLSv1. 684 Application Data 44,|
405 5.760970 43.159.109.247 192.168.137.105 TLSv1 684 Application Data
406 5.762882 43.159.109.247 192.168.137.105 TLSV1 684 Application Data
407 5.768442 43.159.109.247 192.168.137.105 TLSV1 204 Application Data

Ase © 77ac0n 43 1ca 108 247 101 120 127 1ac e AT RS Pt P

bW Wl W

[Stream index: 12]
[TCP Segment Len: 295]
Sequence number: 4322 (relative sequence number)
[Next sequence number: 4617 (relative sequence number)]
Acknowledgment number: 598  (relative ack number) |
0101 .... = Header Length: 20 bytes (5)

> Flags: @x@18 (PSH, ACK)

©000 9a ad 62 83 de 2c 82 84 89 34 bd 45 @8 00 45 00
©010 @1 4f cf 58 40 @0 35 06 91 a8 2b 9f 6d 7 co a8
0020 89 69 @1 bb e2 16 a5 3f c5 15 19 Se 23 4a 50 18
9030 @2 90 2b 5f @0 @0 17 @3 ©3 @1 22 7d 67 3a 94 c7
0040 2d e3 59 @1 d4 7c 23 2d 98 93 d5 dl 4b 88 4d es8
@050 e5 c9 Oc 94 84 @3 f6 2d ba c3 de c6 27 8d ae fc
©060 85 72 3e b2 4f el 28 ab 8d 65 37 1c e5 3e 9b ce
0070 cd 73 c8 ca 10 e@ 7f c1 18 c3 cl e6 11 df 6¢c e9
@080 a5 fd 1@ 93 84 ab 59 d8 7e Qe 96 37 2c c8 b7 5f
©090 89 89 bl 33 d8 e5 7e f5 be 66 2f 85 f2 1c 79 89
0020 f9 @e 02 f8 f6 2a 29 e9 f0 ad @b b9 bc 75 51 6c
©0b@ 75 3c ¢4 d5 4a @4 83 21 15 92 @8 24 2a c2 27 25
©0co 36 @b bb 5d c9 98 ef 73 13 1f 4c @e 69 8a 87 fe
0000 e8 77 4c 88 e6 ee 4e 91 7a 48 1d 27 4@ ae b2 d8

Figure 35: unique sequence number

TLS anti-replay mechanism belongs to [AU.SCM-4.SeqNumb], which uses a sequence number to prevent replay
attacks, thereby ensuring that incoming messages with a repeating sequence number are not accepted.

Therefore, TL identified this as PASS because [SCM-1-TLSv1.2] and [SCM-2-HTTP with encrypted data]can
effectively prevent replay attacks.

RESULT:

3.6 Resilience mechanism
3.6.1 RLM-1: Applicability and appropriateness of resilience mechanisms

Results
According to E.Info.RLM and E.Info.DT.RLM-1,

DUT is a terminal and is generally used in a local area network, protected by other network devices such as routers
based on network interfaces where other devices in the network provide sufficient protection against DoS attacks
and loss of essential functions for network operations.

The figure below illustrates the DoS attack on [Interface-1 Bluetooth]. TL attempted to launch a DoS attack on the
device and observed whether the DUT could recover normal functionality after the attack ended.
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Packet t01:2C:FB:71: Packet q Attack
Packet :01:2C:FB:71: Packet : Attack
Packet t01:2C:FB:71: Packet q Attack
Packet :01:2C:FB:71: Packet : Attack
Packet :01:2C:FB:71: Packet : Attack
Packet :01:2C:FB:71: Packet : Attack
Packet :01:2C:FB:71: Packet : Attack
Packet :01:2C:FB:71: Packet : Attack
Packet z@1:2C:FB:71: Packet i Attack
Packet :81:2C:FR:71: Packet ; Attack
Packet z@1:2C:FB:71: Packet i Attack
Packet :81:2C:FR:71: Packet ; Attack
Packet z@1:2C: EB:l: Packet i Attack
Packet :0112C:FR:71: Packet ; Attack
Packet z@1:2C: EB:7l: Packet i Attack
Packet :0112C:FR:71: Packet ; Attack
Packet z@81:2C: FB:7l: Packet i Attack
Packet 181:2C: FR:71: Packet B Attack
Packet z@L:2C:FB:71: Packet 8 Attack
Packet 181:2C: FR:71: Packet B Attack
Packet z@L:2C:FB:71: Packet § Attack
Packet 10126 FRTI7: Packet B Attack
Packet 2@l 2C: EBT1: Packet i Attack
Packet 10126 FRTI7: Packet B Attack
Packet f@l:2C: EB T 1: Packet i Attack

RFRRERERRERERRRERRRERRBRRREBRERBRERRRBRR B

Figure 36: BLE DoS attack
For [Interface-1 Bluetooth], TL attempted a DoS attack. During TL'’s testing, it was found that the device’s remote

control became temporarily unavailable under the attack. However, once the DoS attack ended, the device
returned to its normal state.

Therefore, the verdict of this conceptional test is PASS since the resilience mechanism is implemented
as documented in E.Info.RLM.

RESULT:

3.7 Network monitoring mechanism
3.7.1 NMM-1: Applicability and appropriateness of network monitoring mechanisms

Conceptual assessment results

The device is not a network equipment.

Functional completeness assessment result

The device is not a network equipment.

RESULT:

Functional sufficiency assessment result

The device is not a network equipment.
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RESULT:

3.8 Traffic control mechanism
3.81 TCM-1: Applicability of and appropriate traffic control mechanisms

Conceptual assessment results

The device is not a network equipment.

RESULT:

Functional completeness assessment result

The device is not a network equipment.

RESULT:

Functional sufficiency assessment result

The device is not a network equipment.

RESULT:

3.9 Confidential cryptographic keys
3.9.1 CCK-1: Appropriate CCKs

Conceptual assessment results

Identifier CCK-1 TLS_AES_256_GCM_SHA384

Decision Node Decision Justification

[E.Doc.DT.CCK-1] [E.Doc.DT.CCK-1]

DT. CCK -1.DN-1 Yes No [X] It doesn’t have deviation under the terms of ACM or AUM or SCM
or SUM or SSM.

DT. CCK -1.DN-2 Yes [X] No TLS_AES_256_GCM_SHA384 is used during the TLS
handshake, the session key is generated with the key length of
128 bit, and the strength is more than 112 bits.

Verdict Pass
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Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.CCK-1 ends with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional completeness assessment
According to [E.Doc.CCK] and [E.Info.DT.CCK-1],

For each confidential cryptographic key (preinstalled or generated during usage):

® [CCK-1]: Confidential cryptographic key used for secure communication mechanism [Secure communication-
1], The communication is encrypted with a dynamically generated AES_256_GCM key by the equipment and
the security strength is 128-bits which is more than minimum strength 112-bits.

The verdict PASS for the assessment case is assigned because of all CCKs found are documented in [E.Info.CCK-
1.CCK].

RESULT:

Functional sufficiency assessment
According to E.Doc.CCK,

The cryptographic algorithm AES_256_GCM, it is admitted in sogis.eu and the security strength referring in “NIST
SP 800-57” is larger than 112 bits.

Figure below shows AES_256_GCM is agreed by sogis.eu and its security strength is 128 bits, which is larger than
112 bits.

Apgreed Block Ciphers.

| Primitive ‘Para.meters‘ sizes| R/L |N0tes
k = 128 bits R
AES [FIPS197} 1SO18033-3| k = 192 bits R

k = 256 bits R
k = 168 bits | L[2027] |2-SmallBlocksize

k = 112 bits  |L [2024]|2-SmallBlocksize]
F-TripleDESZkey |

Triple-DES [FIPS46-3|

1S018033-3|

Figure 37: Agreed AES
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Table 2: Comparable strengths

Bits of | Symmetric FFC IKC ECC
security algol:ghms (e.g., DSA, D-H) l(glg%,) . ((jeI.)gS,A :
80 2TDEA™ L=1024 k=1024 | f=160-223
N=160
112 3TDEA L=2048 k=2048 | f=224-255
N=224
128 AES-128 L=3072 k=3072 | f=256-383
N=256
192 AES-192 L=7680 k=7680 | f=384-511
N =384
256 AES-256 L=15360 k=15360 | f=512+
N=512

Figure 38:  Security Strength
The device uses the TLS_AES 256 _GCM_SHA384 cipher suite, with a key of AES_256_GCM. According to sogis

comparable strengths, the security strength of AES-256 is 128 bits, which is larger than 112 bits.

Therefore, TL has assigned this verdict PASS because the strength of AES-256 is larger than 112 bits.

RESULT:

392 CCK-2: CCK generation mechanisms

Conceptual assessment results
According to the questionnaire E.Doc.CCK and E.Info.DT.CCK-2,

[CCK-1 TLS_AES_256_GCM_SHA384 | is generated by ECDHE.

ECDHE (Elliptic Curve Diffie-Hellman Ephemeral) is an elliptic curve-based ephemeral key exchange protocol used
to securely generate a shared key between a client and a server. During this process, both the client and the server
generate a pair of elliptic curve public and private keys and exchange their public keys. Using the Diffie-Hellman
algorithm, both parties calculate the same shared secret using the other party's public key and their own private
key. This shared secret, combined with the client and server random numbers in the TLS protocol, generates

the pre-master secret. The pre-master secret is then converted into symmetric encryption keys using a key
derivation function (KDF) to encrypt the communication data.

Besides, according to SCM-2 under Art. D, TL has captured the key exchange package, verified that DUT and
server will share the public keys to generate the secret key.

Therefore, the verdict of this conceptual test is PASS because at least one path in the decision
tree [E.Doc.DT.CCK-2]ends with PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

3.9.3 CCK-3: Preventing static default values for preinstalled CCKs
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Conceptual assessment results
According to [E.Doc.CCK] and [E.Info.DT.CCK-3],

There is no preinstalled CCK on equipment.

The verdict NOT APPLICABLE for the assessment case is assigned.

RESULT:

Functional completeness assessment result
According to [E.Doc.CCK] and [E.Info.DT.CCK-3],

There is no preinstalled CCK on equipment.

The verdict NOT APPLICABLE for the assessment case is assigned.

RESULT:

Functional sufficiency assessment result
According to [E.Doc.CCK] and [E.Info.DT.CCK-3],

There is no preinstalled CCK on equipment.

The verdict NOT APPLICABLE for the assessment case is assigned.

RESULT:

3.10 General equipment capabilities
3.10.1 GEC-1: Up-to-date software and hardware with no publicly known exploitable

vulnerabilities

Conceptual assessment results

Identifier Software-1 Firmware
Decision Node Decision Justification
[E.Doc.DT.GEC-1] [E.Doc.DT.GEC-1]
DT.GEC-1.DN-1 Yes No [X] [Software-1 Firmware] does not contain any publicly known
exploitable vulnerabilities.
Verdict Pass

Functional assessment result

According to E.Doc.DT.GEC-1, TL uses Blackduck to scan the publicly known exploitable vulnerabilities for
software and no publicly known exploitation vulnerabilities exist.
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Figure 39: Result of Blackduck Scanning result
The verdict is PASS because no publicly known exploitable vulnerabilities exist.

RESULT: ‘

3.10.2 GEC-2: Limit exposure of services via related network interfaces

Conceptual assessment results

Identifier Interface-1 Bluetooth

Interface-2 WLAN

Decision Node Decision Justification
[E.Doc.DT.GEC-2] [E.Doc.DT.GEC-2]
DT.GEC-2.DN-1 Yes [X] No The interface is available in the factory default state.
DT.GEC-2.DN-2 Yes [X] No It will affect the security assets and network assets.
DT.GEC-2.DN-3 Yes [x] No WLAN is used for network connection.
Bluetooth is used for broadcasting devices to connect to APP.
They are necessary for equipment setup and basic operation.

Verdict PASS

Functional completeness assessment

The figure below shows the scanning result of nmap. It can be seen that no opened ports are detected. Filtered
ports are not considered as open ports.

/home/kali

) 0 2000 192.168.8.137
Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-17 16:50 CST
arning: 192.168.8.137 giving up on port because retransmission cap hit (0).
Nmap scan report for ecoflow.lan (192.168.8.137)
Host is up (0.15s latency).

ALl 65535 scanned ports on ecoflow.lan (192.168.8.137) are in ignored states.
Not shown: 65489 filtered tcp ports (no-response), 46 closed tcp ports (conn-refused)
AC Address: FC:01:2C:FB:71:44 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 33.12 seconds

Figure 40: TCP port scan results
TL scanned the UDP ports and It can be seen that no opened ports are detected. Filtered ports are not considered

as open ports.

Nmap scan report for ecoflow.lan (192.168.8.137)

Host is up (0.36s latency).

ALl 65535 scanned ports on ecoflow.lan (192.168.8.137) are in ignored states.

Not shown: 65U18 open|filtered udp ports (no-response), 117 closed udp ports (port-unreach)
MAC Address: FC:01:2C:FB:71:44 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 33.3U seconds
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Figure 41: UDP port scan results
The figure below shows the service of Bluetooth exposed in the DUT. The equipment supports only BLE during the
initialization and pairing phase. After pairing is complete, it is used to transmit control functions.

3 EF-C13H0212

FC:01:2C:FB:71:46

NOT BONDED A-64dBm © 43 ms

Device type: LE only

Advertising type: Legacy

Flags: LE General Discoverable, BR\EDR Not
Supported

Manufacturer data (Bluetooth Core 4.1):
Company: Reserved |ID <OxB5B5> 0x1343313332
5A31314139483748303231320000010000BEAB
Manufacturer data (Bluetooth Core 4.1):
Company: Reserved ID <OxC5C5>
O0x13FC012CFB7144000000000000FC
Complete Local Name: EF-C13H0212

CLONE RAW  MORE

Figure 42: Bluetooth services exposed in the DUT

In the factory default state, all additional network interfaces or services are listed in [E.Info.GEC-
2.NetworklInterface.Exposure] and are necessary for the device's setup or basic operation.

No other network interfaces or exposed services required for setup or basic operation are exposed.

The verdict is PASS because all discovered network interfaces or services in the factory default state are listed in
[E.Info.GEC-2.NetworkInterface.Exposure] and are used for the device's setup or basic operations.

RESULT:

3.10.3 GEC-3: Configuration of optional services and the related exposed network interfaces

Conceptual assessment results
According to the E.Doc.GEC and E.Info.DT.GEC-3, there is no optional network interfaces is configurable.

Therefore, the verdict of this conceptional test is NA because there is no one path in the decision tree
E.Info.DT.GEC-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:
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3.104 GEC+H4: Documentation of exposed network interfaces and exposed services via network
interfaces

Conceptual assessment results
According to the questionnaire E.Doc.GEC and E.Info.DT.GEC-4,

For the network interface and exposed service:
® Bluetooth: It is documented in the APP.
® Wi-Fi: It is documented in the APP Operation Steps section in the user manual.

These network interfaces and exposed service are documented in the User Manual and related user
documentation.

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.GEC-4 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment results
According to the questionnaire E.Doc.GEC and E.Info.DT.GEC-4,

All of the network interfaces and services are documented in the specification section in the user manual or related
documentation.

The figure below shows the reminder in the app regarding Bluetooth exposed in factory default state, indicating that
Bluetooth needs to be enabled during the operation process.
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Bind Your Charger

n to the EcoFlow app to enable operation and select working modes.

The Alternator Charger requires connectio

Downlead the EcoFlow App
You can dewnload the EcoFlow app in the following ways:

\ Avallable on the
bﬁ“Google Play

’ Download on the
’ App Store

[Q nttps:.-’fdwml:a.cl.aco‘ﬂnw.corruapp)

Bind Steps

one first

nt. If you don't have an account, c

and log into your EcoFlow acc
ow devices,

Visit the EcoFlow app
Tap the "Add Devi ! p right corner to search for new Eco

button or the *+" icon in the to

Turn on Bluetooth on your phone and bind the device to your EcoFlow account.

Connect to the Internet (optional).
After connecting the charger to the Internet, you can manage the charger from afar, If Internet connection is not

available, you can manage the charger via Bluetooth.

Figure 43: Documentation of Bluetooth
The figure below is the description of Wi-Fi in the user manual. The user manual states that [Interface-2 WLAN], as

the interface for connecting to 2.4GHz Wi-Fi, is exposed in the factory default setting.
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Specifications
Model EF-AC-001
MNet Weight Approximately 1.7 kg
Dimensions
276218738 mm

(W 2 D x H)
Wi-Fi Supported
Bluetooth Supported

_ ALT IN Port Input: 12/24V={11-31V=), 7534 Max
Charge Mode

Battery Maintenance
Mode

Reverse Charge
Mode

Rated Current of

Fuse

Protection Type

Operating
Temperature

Starage

Temperature
Operating Humidity
Storage Humidity

SOLAR Port Input

BATTERY Port Qutput: 24V=-/40-60V = 204 Max, 1000W Max

BATTERY Port Input: 40-60V= 34 Max
ALT IN Port Output: 13.8/27.6V=, 100W Max

BATTERY Port Input: 40-60V=, 20A Max
ALT IN Port Output: 13.8/27.6V==, 75A Max

125A

Reverse polarity protection/Overcurrent protection/Short circuit protection/Cwvervoltage and
undervoltage protection (Provided with integral protection against overloads)

—10°C to 45°C (14°F to 113°F)

—30°C to 70°C [-22°F to 158°F)

=085%
£95%

48V~=(11-60V=~), 154 Max, 300W Max

Figure 44: Documentation of Wi-Fi

In conclusion, all network interfaces and services exposed via network interfaces have been confirmed by TL and
are documented in the user documentation.

The verdict is PASS for the assessment case because all network interfaces or exposed services (via network
interfaces) in factory default state found are documented in [E.Info.GEC 4.NetworkInterface.Exposure].

RESULT:

3.10.5

GEC-5: No unnecessary external interfaces

Conceptual assessment results

Identifier Interface-4 UART port
Decision Node Decision Justification
[E.Doc.DT.GEC-5] [E.Doc.DT.GEC-5]
DT.GEC-5.DN-1 Yes [X] No The physical external interface is necessary, and it is closed in
the production line.
Verdict Pass
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Identifier Interface-3-Physical Button

Interface-5-Charging ports

Decision Node Decision Justification
[E.Doc.DT.GEC-5] [E.Doc.DT.GEC-5]
DT.GEC-5.DN-1 Yes [x] No Physical Button is used to reset the device or enter the device

into the set-up mode. It is necessary for the intended functionality.

Charging ports is used to charging for DUT and does not used for
receiving data.

Verdict Pass

Therefore, the verdict of this conceptional test is PASS because at least one path in the decision tree
E.Info.DT.GEC-3 end with one PASS leave; and no path ends with FAIL leave, also the justifications in the
decision tree is rational and valid.

RESULT:

Functional assessment results

Figure below shows [Interface-3 Physical button], which is used for basic operations such as opening, closing,
resetting.

Figure 45:  Physical button and Charging port

The USB interfaces are not used for data transfer. Two USB-A ports and the USB-C port serve solely as power
outputs.
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1
[ ]
1 LED Indicators Displays the product’s operating status.
2 Mounting Holes Used to securely mount the product.
3 ALTIN Port Connects to the car battery via the input cable.
4 SOLAR Port Photovoltaic input port; connects te solar panels via the solar cable.
5 BATTERY Port Connects to an EcoFlow portable power station via the output cable.

Power On/Off: Press the button once to turn on the power station. Long press the button for 2

= Main Power Control seconds to turn it off.
Button Reset loT : When powered off, press and hold for 5 seconds to reset Bluetooth and Wi-Fi
connections.
Figure 46: Appearance of charging port in user manual
2 3 4 5 6
L]
1 LED Indicators Displays the product's operating status.
2 Mounting Holes Used to securely mount the product.
) 3 ALTIN Port Connects to the car battery via the input cable.
4 SOLAR Port Photovoltaic input port; connects to solar panels via the solar cable.
5 BATTERY Port Connects to an EcoFlow portable power station via the output cable.
Power On/Off: Press the button once to turn on the power station. Long press the button for 2
‘ Main Power Control seconds to turn it off.
Button Reset loT : When powered off, press and hold for 5 seconds to reset Bluetooth and Wi-Fi

connections.

Figure 47:  Appearance of charging port in user manual
TL reviewed all external interfaces of the device and checked the relevant documentation, and found that all
external interfaces have been recorded in the user manual.

The verdict is PASS because all of the physical external interfaces have been documented in [E.Info.GEC-
5.PhysicalExternallnterface].
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RESULT:

3.10.6 GEC-6: Input validation

Conceptual assessment results

Identifier Interface-1 Bluetooth

Interface-2 WLAN

Decision Node Decision Justification
[E.Doc.DT.GEC-6] [E.Doc.DT.GEC-6]
DT.GEC-6.DN-1 Yes [X] No Interfaces above are used for communication.
DT.GEC-6.DN-2 Yes [X] No The DUT uses input validation functionality for inputs that may
potentially affect security assets and/or network assets.

Verdict Pass

Therefore, the verdict of this test is PASS because at least one path in the decision tree E.Info.DT.AUM-3 end with
one PASS leave; and no path ends with FAIL leave, also the justifications in the decision tree is rational and valid.

Functional assessment results

TL performed input validation test on the DUT's [Interface-2 WLAN], as shown in the diagram below. According to
TL's observations, the test had no impact on the DUT. It was found that the DUT effectively resists and defends
against fuzzing attacks, with no impact observed on the DUT.

he previous test case, or a target that is slow to restart.

[2025-11-17 15:48:53,408]

[2025-11-17 :53,408] Info: Restarting target process using CallbackMonitor
[2025-11-17 3,408]

[2025-11-17 3,408] Info: Closing target connection...

[2025-11-17 :53,408] Info: Connection closed.

[2025-11-17 :53,408] Info: No reset handler available... sleeping for 5 seconds
[2025-11-17 :58,408] Info: Opening target connection (192.168.8.137:443)..
[2025-11-17 :01,511] Info: Cannot connect to target; retrying. Note: This likely indicates a failure caused by
he previous test case, or a target that is slow to restart.

[2025-11-17 :01,511]

[2025-11-17 :01,511] Info: Restarting target process using CallbackMonitor
[2025-11-17 :01,511]

[2025-11-17 :01,511] Info: Closing target connection..

[2025-11-17 :01,511] Info: Connection closed.

[2025-11-17 :01,511] Info: No reset handler available... sleeping for 5 seconds
[2025-11-17 106,511] Info: Opening target connection (192.168.8.137:443)...
[2025-11-17 :07,861] Info: Cannot connect to target; retrying. Note: This likely indicates a failure caused by
he previous test case, or a target that is slow to restart.

[2025-11-17 :07,861]

[2025-11-17 :07,861] Info: Restarting target process using CallbackMonitor
[2025-11-17 :07,861]

[2025-11-17 :07,861] Info: Closing target connection..

[2025-11-17 :07,861] Info: Connection closed.

[2025-11-17 :07,861] Info: No reset handler available... sleeping for 5 seconds
[2025-11-17 :12,861] Info: Opening target connection (192.168.8.137:443)...

Figure 48: Tcp Fuzzing test
Test results shows that the fuzzing attacks had no impact on the DUT. The device can effectively withstand fuzzing

attacks targeting [Interface-2 WLAN].

Figure below shows TL performed Bluetooth fuzzing on [Interface-1 Bluetooth] using a fuzzing script. This tool
targets the Bluetooth protocol stack, specifically fuzzing the connection establishment process by generating
malformed control packets, invalid link setup sequences, and unexpected protocol messages.
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/home/kali/Downloads

on2 ble_fuzzer.py FC:01:2C:FB:71:46

Recon /Fuzzer

By default this script fuzzes only handles associated with GATT primary services

Do you wish

to fuzz all the GATT handles(65536) or only handles specific to GATT primary services? Fuzzing all GATT hand

les takes ages. Type 'y' if yes: y

Hint: More the characters more the execution time

How many characters(maximum) you would like to write to GATT handle?: 1000

Hint: If BLE peripheral is not accepting connections with default <public> LE Address type, input <random>
Set LE address type (public/ random): public

Do you wish
BLE Primary
attr handle
attr handle
attr handle

Starting to
('0x0000",

to read values from all the GATT handles before writing values to it? If yes, type 'y': y
Services:

= 0x0001, end grp handle = ©x0005 uuid: 00001800-0000-1000-8000-00805f9b3Ufb

= 0x0006, end grp handle = 0x000d uuid: 00001801-0000-1000-8000-00805f9b3ufb

= 0x000e, end grp handle = Oxffff uuid: 00000001-0000-1000-8000-00805f9b3Ufb

read characteristics...

G5 05)

A valid handle is required
Invalid Handle

('0x0001",

G50)

Characteristic value/descriptor:

('0x0002",

G55)

Characteristic value/descriptor: 00 00 2a

('0x0003",

0004,

G55)
racteristic value/descriptor:

G55)

6f 66 6¢c 6f 77 2d 64 65 76

racteristic value/descriptor: 00 01 2a

(d
('0x0005"

G55)

Characteristic value/descriptor:

('0x0006"

(a)

Characteristic value/descriptor:

('0x0007",

()

Characteristic value/descriptor: 00 05 2a

('0x0008"

i)

Figure 49:  Fuzzing package toward BLE

The test results demonstrated that the fuzzing attacks had no impact on the DUT. The DUT implements input
validation mechanisms for inputs that may potentially affect security assets and/or network assets, effectively
mitigating risks associated with malformed or unexpected inputs.

The verdict is PASS because the input validation testing was not corrupt,extract or misuse the security assets and

network assets.

3.11 Cryptography
3.11.1  CRY-1: Best practice Cryptography

Results

Identifier

CRY-1 TLS_AES_256_GCM_SHA384

Decision Node

Decision

[E.Doc.DT.GEC-5]

Justification

[E.Doc.DT.GEC-5]

DT.CRY-1.DN-1 Yes No [X] It doesn’t have deviation under the terms of ACM or AUM or SCM
or SUM or SSM.

DT.CRY-1.DN-2 Yes [x] No TLS_AES_256_GCM_SHA384 is used during the TLS
handshake. It is the best practise concerning the protection of the
security assets and network assets.

Verdict Pass
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|TLS code| Cipher Suite | R/L |Notes
I 0x1302 TLS_AES_256_GCM_SHA384 Ri
0% 1301 TLS AES 128 GCM_SHA256 R
0x1304 TLS_AES_128_CCM_SHA256 R

TLS v1.2 Cipher Suite
0xC02C |TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384| R
0xC02B |TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 R
0xCOAD TLS_ECDHE_ECDSA_WITH_AES_256_CCM R
0xCOAC TLS_ECDHE_ECDSA_WITH_AES_128_CCM R
0xC024 |TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 L[2025] 16-TLSEncrypt ThenMAC
0xC023 |TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256|L[2025][46-TLSEncryptThenMAC|
0xC028 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 [L[2025][46-TLSEncryptThenMAC]
0xC027 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 |L[2025][46-TLSEncryptThenMAC
0xC030 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | L

0xCO2F | TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 | L

0x009F | TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 L [7-TLSDHE
0x009E | TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 L [7-TLSDHE
0xCO9F TLS_DHE_RSA_WITH_AES_256_CCM L [7-TLSDHE
0xCO9E TLS_DHE_RSA_WITH_AES_128_CCM L [47-TLSDHE

0x006B | TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 |L[2025][47-TLSDHEM6-TLSEncryptThenMAC
0x0067 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 |L[2025]47-TLSDHEM6-TLSEncryptThenMAC

0x009D TLS_RSA_WITH_AES_256_GCM_SHA384 L [8-TLSRSA
0%009C TLS_RSA_WITH_AES_128_GCM_SHA256 L [S-TLSRSA
0xC09D TLS_RSA_WITH_AES_256_CCM L U8-TLSRSA
0xC09C TLS_RSA_WITH_AES_128_CCM L U8-TLSRSA
0x003D TLS_RSA_WITH_AES_256_CBC_SHA256 L[2025] 48-TLSRSAM6-TLSEncrypt ThenMAC|
0x003C TLS_RSA_WITH_AES_128_CBC_SHA256 L[2025] 48-TLSRSA6-TLSEncrypt ThenMAC

Figure 50: TLS_AES 256 _GCM_SHA384 agreed by SOGIS
It can be seen that TLS_AES_ 256 _GCM_SHA384 is evaluated by SOGIS as a legacy cipher suite. Nevertheless,

its implementation is still regarded as consistent with recognized best practices in the current security context.

Therefore, the verdict of this test is PASS because at least one path in the decision tree E.Info.DT.CRY-1 end
with one PASS leave; and no path ends with FAIL leave, also the justifications in the decision tree is rational and
valid.

RESULT:
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Appendix B: Photographs

Figure 1: Front view
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Figure 2: Back view

AAAAAAAAAR

Figure 3: Top view

h LB ELE

Figure 4: Bottom view

--—-end of report---
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